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QUESTION 1

Which of the following types of firewall functions at the Session layer of OSI model? 

A. Circuit-level firewall 

B. Application-level firewall 

C. Packet filtering firewall 

D. Switch-level firewall 

Correct Answer: A 

 

QUESTION 2

Which of the following encryption methods does the SSL protocol use in order to provide communication privacy,
authentication, and message integrity? Each correct answer represents a part of the solution. Choose two. 

A. Public key 

B. IPsec 

C. MS-CHAP 

D. Symmetric 

Correct Answer: AD 

 

QUESTION 3

You are calculating the Annualized Loss Expectancy (ALE) using the following formula: ALE=AV * EF * ARO What
information does the AV (Asset Value) convey? 

A. It represents how many times per year a specific threat occurs. 

B. It represents the percentage of loss that an asset experiences if an anticipated threat occurs. 

C. It is expected loss for an asset due to a risk over a one year period. 

D. It represents the total cost of an asset, including the purchase price, recurring maintenance, expenses, and all other
costs. 

Correct Answer: D 

 

QUESTION 4

You have just set up a wireless network for customers at a coffee shop. Which of the following are good security
measures to implement? Each correct answer represents a complete solution. Choose two. 
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A. MAC filtering the router 

B. Not broadcasting SSID 

C. Using WEP encryption 

D. Using WPA encryption 

Correct Answer: CD 

 

QUESTION 5

A digital signature is a type of public key cryptography. Which of the following statements are true about digital
signatures? Each correct answer represents a complete solution. Choose all that apply. 

A. In order to digitally sign an electronic record, a person must use his/her public key. 

B. In order to verify a digital signature, the signer\\'s private key must be used. 

C. In order to digitally sign an electronic record, a person must use his/her private key. 

D. In order to verify a digital signature, the signer\\'s public key must be used. 

Correct Answer: CD 
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