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QUESTION 1

The network you administer allows owners of objects to manage the access to those objects via access control lists.
This is an example of what type of access control?

A. RBAC
B. MAC
C.CIA
D. DAC

Correct Answer: D

QUESTION 2

What are the benefits of using AAA security service in a network? Each correct answer represents a part of the solution.
Choose all that apply.

A. It provides scalability.

B. It supports a single backup system.

C. It increases flexibility and control of access configuration.

D. It supports RADIUS, TACACS+, and Kerberos authentication methods.

Correct Answer: ACD

QUESTION 3

A digital signature is a type of public key cryptography. Which of the following statements are true about digital
signatures? Each correct answer represents a complete solution. Choose all that apply.

A. In order to digitally sign an electronic record, a person must use his/her public key.
B. In order to verify a digital signature, the signer\\'s private key must be used.

C. In order to digitally sign an electronic record, a person must use his/her private key.
D. In order to verify a digital signature, the signer\\'s public key must be used.

Correct Answer: CD

QUESTION 4

You are the Network Administrator at a large company. Your company has a lot of contractors and other outside parties
that come in and out of the building. For this reason you are concerned that simply having usernames and passwords is
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not enough and want to have employees use tokens for authentication.
Which of the following is not an example of tokens?

A. Smart card

B. USB device with cryptographic data

C. CHAP

D. Key fob

Correct Answer: C

QUESTION 5

Which of the following user authentications are supported by the SSH-1 protocol but not by the SSH-2 protocol? Each
correct answer represents a complete solution. Choose all that apply.

A. TIS authentication

B. Rhosts (rsh-style) authentication
C. Kerberos authentication

D. Password-based authentication

Correct Answer. ABC
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