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QUESTION 1

You work as a Chief Security Officer for Tech Perfect Inc. The company has a TCP/IP based network. You want to use
a firewall that can track the state of active connections of the network and then determine which network packets are
allowed to enter through the firewall. Which of the following firewalls has this feature?

A. Stateful packet inspection firewall

B. Proxy-based firewall

C. Dynamic packet-filtering firewall

D. Application gateway firewall

Correct Answer: C

QUESTION 2

Which of the following life cycle modeling activities establishes service relationships and message exchange paths?
A. Service-oriented logical design modeling

B. Service-oriented conceptual architecture modeling

C. Service-oriented discovery and analysis modeling

D. Service-oriented business integration modeling

Correct Answer: A

QUESTION 3

Which of the following are the centralized administration technologies? Each correct answer represents a complete
solution. Choose all that apply.

A. RADIUS

B. TACACS+

C. Media Access control
D. Peer-to-Peer

Correct Answer: AB

QUESTION 4

Which of the following authentication methods is based on physical appearance of a user?
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A. Key fob

B. Biometrics

C. ID/password combination
D. Smart card

Correct Answer: B

QUESTION 5

John used to work as a Network Administrator for We-are-secure Inc. Now he has resigned from the company for
personal reasons. He wants to send out some secret information of the company. To do so, he takes an image file and
simply uses a tool image hide and embeds the secret file within an image file of the famous actress, Jennifer Lopez, and
sends it to his Yahoo mail id. Since he is using the image file to send the data, the mail server of his company is unable
to filter this mail. Which of the following techniques is he performing to accomplish his task?

A. Email spoofing

B. Social engineering

C. Web ripping

D. Steganography

Correct Answer: D
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