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QUESTION 1

John used to work as a Network Administrator for We-are-secure Inc. Now he has resigned from the company for
personal reasons. He wants to send out some secret information of the company. To do so, he takes an image file and
simply uses a tool image hide and embeds the secret file within an image file of the famous actress, Jennifer Lopez, and
sends it to his Yahoo mail id. Since he is using the image file to send the data, the mail server of his company is unable
to filter this mail. Which of the following techniques is he performing to accomplish his task? 

A. Email spoofing 

B. Social engineering 

C. Web ripping 

D. Steganography 

Correct Answer: D 

 

QUESTION 2

Which of the following is the process of finding weaknesses in cryptographic algorithms and obtaining the plaintext or
key from the ciphertext? 

A. Kerberos 

B. Cryptography 

C. Cryptographer 

D. Cryptanalysis 

Correct Answer: D 

 

QUESTION 3

Fill in the blank with the appropriate security method. ____________ is a system, which enables an authority to control
access to areas and resources in a given physical facility, or computer- based information system. 

Correct Answer: Access control  

 

QUESTION 4

You are the administrator for YupNo.com. You want to increase and enhance the security of your computers and
simplify deployment. You are especially concerned with any portable computers that are used by remote employees.
What can you use to increase security, while still allowing your users to perform critical tasks? 

A. BitLocker 

B. Smart Cards 
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C. Service Accounts 

D. AppLocker 

Correct Answer: B 

 

QUESTION 5

Which of the following encryption algorithms are based on block ciphers? 

A. RC4 

B. Twofish 

C. Rijndael 

D. RC5 

Correct Answer: BCD 
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