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QUESTION 1

You work as a Network Administrator of a TCP/IP network. You are having DNS resolution problem. Which of the
following utilities will you use to diagnose the problem?

A. TRACERT
B. PING

C. IPCONFIG
D. NSLOOKUP

Correct Answer: D

QUESTION 2

Which of the following protocols multicasts messages and information among all member devices in an IP multicast
group?

A. ARP
B. ICMP
C.TCP
D. IGMP

Correct Answer: D

QUESTION 3

Which of the following refers to a location away from the computer center where document copies and backup media
are kept?

A. Storage Area network

B. Off-site storage

C. On-site storage

D. Network attached storage

Correct Answer: B

QUESTION 4

An organization has implemented a hierarchical-based concept of privilege management in which administrators have
full access, HR managers have less permission than the administrators, and data entry operators have no access to
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resources. Which of the following access control models is implemented in the organization?
A. Role-based access control (RBAC)

B. Network-based access control (NBAC)

C. Mandatory Access Control (MAC)

D. Discretionary access control (DAC)

Correct Answer: A

QUESTION 5

You have been assigned the task of selecting a hash algorithm. The algorithm will be specifically used to ensure the
integrity of certain sensitive files. It must use a 128 bit hash value. Which of the following should you use?

A. AES
B. SHA
C. MD5
D. DES

Correct Answer: C
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