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QUESTION 1

The Public Key Infrastructure (PKI) is a set of hardware, software, people, policies, and procedures needed to create,
manage, distribute, use, store, and revoke digital certificates. Which of the following components does the PKI use to list
those certificates that have been revoked or are no longer valid? 

A. Certification Practice Statement 

B. Certificate Policy 

C. Certificate Revocation List 

D. Certification Authority 

Correct Answer: C 

 

QUESTION 2

Which of the following protocols is an alternative to certificate revocation lists (CRL) and allows the authenticity of a
certificate to be immediately verified? 

A. RSTP 

B. SKIP 

C. OCSP 

D. HTTP 

Correct Answer: C 

 

QUESTION 3

Which of the following are types of access control attacks? Each correct answer represents a complete solution.
Choose all that apply. 

A. Dictionary attack 

B. Mail bombing 

C. Spoofing 

D. Brute force attack 

Correct Answer: BCD 

 

QUESTION 4

Which of the following types of ciphers are included in the historical ciphers? Each correct answer represents a
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complete solution. Choose two. 

A. Block ciphers 

B. Transposition ciphers 

C. Stream ciphers 

D. Substitution ciphers 

Correct Answer: BD 

 

QUESTION 5

Which of the following plans is a comprehensive statement of consistent actions to be taken before, during, and after a
disruptive event that causes a significant loss of information systems resources? 

A. Disaster recovery plan 

B. Contingency plan 

C. Business Continuity plan 

D. Continuity of Operations plan 

Correct Answer: A 
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