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QUESTION 1

You work as a Chief Security Officer for Tech Perfect Inc. You have configured IPSec and ISAKMP protocol in the
company\\'s network in order to establish a secure communication infrastructure. ccording to the Internet RFC 2408,
which of the following services does the ISAKMP protocol offer to the network? Each correct answer represents a part
of the solution. Choose all that apply. 

A. It relies upon a system of security associations. 

B. It provides key generation mechanisms. 

C. It authenticates communicating peers. 

D. It protects against threats, such as DoS attack, replay attack, etc. 

Correct Answer: BCD 

 

QUESTION 2

You work as an Incident handler in Mariotrixt.Inc. You have followed the Incident handling process to handle the events
and incidents. You identify Denial of Service attack (DOS) from a network linked to your internal enterprise network.
Which of the following phases of the Incident handling process should you follow next to handle this incident? 

A. Containment 

B. Preparation 

C. Recovery 

D. Identification 

Correct Answer: A 

 

QUESTION 3

Which of the following layers of the OSI model provides non-repudiation services? 

A. The application layer 

B. The data-link layer 

C. The presentation layer 

D. The physical layer 

Correct Answer: A 

 

QUESTION 4
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A company named Money Builders Inc., hires you to provide consultancy for setting up their Windows network. The
company\\'s server room will be in a highly secured environment. You are required to suggest an authentication method
for it. The CFO of the company wants the server to use thumb impressions for authentication. Which of the following
authentication methods will you suggest? 

A. Certificate 

B. Smart card 

C. Two-factor 

D. Biometrics 

Correct Answer: D 

 

QUESTION 5

You have decided to implement video surveillance in your company in order to enhance network security. Which of the
following locations must have a camera in order to provide the minimum level of security for the network resources?
Each correct answer represents a complete solution. Choose two. 

A. Parking lot 

B. All hallways 

C. Server Rooms 

D. All offices 

E. All entrance doors 

Correct Answer: CE 
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