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QUESTION 1

At which of the following layers of the Open System Interconnection (OSI) model the Internet Control Message Protocol
(ICMP) and the Internet Group Management Protocol (IGMP) work?

A. The Physical layer

B. The Data-Link layer

C. The Network layer

D. The Presentation layer

Correct Answer: C

QUESTION 2

An organization has implemented a hierarchical-based concept of privilege management in which administrators have
full access, HR managers have less permission than the administrators, and data entry operators have no access to
resources. Which of the following access control models is implemented in the organization?

A. Role-based access control (RBAC)

B. Network-based access control (NBAC)

C. Mandatory Access Control (MAC)

D. Discretionary access control (DAC)

Correct Answer: A

QUESTION 3

John works as a professional Ethical Hacker. He has been assigned the project of testing the security of www.we-are-
secure.com. John notices that the We-are-secure network is vulnerable to a man-in-the- middle attack since the key
exchange process of the cryptographic algorithm it is using does not thenticate participants. Which of the following
cryptographic algorithms is being used by the We-are- secure server?

A. Blowfish

B. Twofish

C.RSA

D. Diffie-Hellman

Correct Answer: D

QUESTION 4
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Which of the following methods offers a number of modeling practices and disciplines that contribute to a successful
service-oriented life cycle management and modeling?

A. Service-oriented modeling framework (SOMF)

B. Service-oriented modeling and architecture (SOMA)

C. Sherwood Applied Business Security Architecture (SABSA)
D. Service-oriented architecture (SOA)

Correct Answer: A

QUESTION 5

The OSI reference model is divided into layers and each layer has a specific task to perform. At which layer of OSI
model is the File and Print service performed?

A. Session layer

B. Presentation layer
C. Transport layer

D. Application layer

Correct Answer: D
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