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QUESTION 1

You are the owner of SpeeDelivery courier service. Because of your companys growth you have to think about
information security. You know that you have to start creating a policy. Why is it so important to have an information
security policy as a starting point?

A. The information security policy gives direction to the information security efforts.

B. The information security policy supplies instructions for the daily practice of information security.

C. The information security policy establishes which devices will be protected.

D. The information security policy establishes who is responsible for which area of information security.

Correct Answer: A

QUESTION 2

Which of the following measures is a preventive measure?

A. Installing a logging system that enables changes in a system to be recognized

B. Shutting down all internet traffic after a hacker has gained access to the company systems
C. Putting sensitive information in a safe

D. Classifying a risk as acceptable because the cost of addressing the threat is higher than the value of the information
at risk

Correct Answer: C

QUESTION 3

You have a small office in an industrial areA. You would like to analyze the risks your company faces. The office is in a
pretty remote location; therefore, the possibility of arson is not entirely out of the question. What is the relationship
between the threat of fire and the risk of fire?

A. The risk of fire is the threat of fire multiplied by the chance that the fire may occur and the consequences thereof.

B. The threat of fire is the risk of fire multiplied by the chance that the fire may occur and the consequences thereof.

Correct Answer: A

QUESTION 4
You are the owner of a growing company, SpeeDelivery, which provides courier services. You decide that it is time to

draw up a risk analysis for your information system. This includes an inventory of the threats and risks. What is the
relation between a threat, risk and risk analysis?
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A. A risk analysis identifies threats from the known risks.

B. A risk analysis is used to clarify which threats are relevant and what risks they involve.
C. Arisk analysis is used to remove the risk of a threat.

D. Risk analyses help to find a balance between threats and risks.

Correct Answer: B

QUESTION 5

What action is an unintentional human threat?
A. Arson

B. Theft of a laptop

C. Social engineering

D. Incorrect use of fire extinguishing equipment

Correct Answer: D
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