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QUESTION 1

Who is authorized to change the classification of a document?
A. The author of the document

B. The administrator of the document

C. The owner of the document

D. The manager of the owner of the document

Correct Answer: C

QUESTION 2

Logging in to a computer system is an access-granting process consisting of three steps:

identification, authentication and authorization. What occurs during the first step of this process identification?
A. The first step consists of checking if the user is using the correct certificate.

B. The first step consists of checking if the user appears on the list of authorized users.

C. The first step consists of comparing the password with the registered password.

D. The first step consists of granting access to the information to which the user is authorized.

Correct Answer: B

QUESTION 3

You have an office that designs corporate logos. You have been working on a draft for a large client. Just as you are
going to press the button, the screen goes blank. The hard disk is damaged and cannot be repaired. You find an early
version of the design in your mail folder and you reproduce the draft for the customer. What is such a measure called?
A. Corrective measure

B. Preventive measure

C. Reductive measure

Correct Answer: A

QUESTION 4

The Information Security Manager (ISM) at Smith Consultants Inc. introduces the following measures to assure
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information security:
-The security requirements for the network are specified.
-A test environment is set up for the purpose of testing reports coming from the database.

-The various employee functions are assigned corresponding access rights.

RFID access passes are introduced for the building. Which one of these measures is not a technical measure?
A

The specification of requirements for the network

B.

Setting up a test environment

C.

Introducing a logical access policy

D.

Introducing RFID access passes

Correct Answer: D

QUESTION 5

What is the best way to comply with legislation and regulations for personal data protection?
A. Performing a threat analysis

B. Maintaining an incident register

C. Performing a vulnerability analysis

D. Appointing the responsibility to someone

Correct Answer: D
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