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QUESTION 1

What is an example of a non-human threat to the physical environment?
A. Fraudulent transaction

B. Corrupted file

C. Storm

D. Virus

Correct Answer: C

QUESTION 2

Logging in to a computer system is an access-granting process consisting of three steps:

identification, authentication and authorization. What occurs during the first step of this process identification?
A. The first step consists of checking if the user is using the correct certificate.

B. The first step consists of checking if the user appears on the list of authorized users.

C. The first step consists of comparing the password with the registered password.

D. The first step consists of granting access to the information to which the user is authorized.

Correct Answer: B

QUESTION 3

Your organization has an office with space for 25 workstations. These workstations are all fully equipped and in use.
Due to a reorganization 10 extra workstations are added, 5 of which are used for a call centre 24 hours per day. Five
workstations must always be available. What physical security measures must be taken in order to ensure this?

A. Obtain an extra office and set up 10 workstations. You would therefore have spare equipment that can be used to
replace any non-functioning equipment.

B. Obtain an extra office and set up 10 workstations. Ensure that there are security personnel both in the evenings and
at night, so that staff can work there safely and securely.

C. Obtain an extra office and connect all 10 new workstations to an emergency power supply and UPS (Uninterruptible
Power Supply). Adjust the access control system to the working hours of the new staff. Inform the building security
personnel that work will also be carried out in the evenings and at night.

D. Obtain an extra office and provide a UPS (Uninterruptible Power Supply) for the five most important workstations.

Correct Answer: C
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QUESTION 4

You have an office that designs corporate logos. You have been working on a draft for a large client. Just as you are
going to press the button, the screen goes blank. The hard disk is damaged and cannot be repaired. You find an early
version of the design in your mail folder and you reproduce the draft for the customer. What is such a measure called?
A. Corrective measure

B. Preventive measure

C. Reductive measure

Correct Answer: A

QUESTION 5
Why is compliance important for the reliability of the information?

A. Compliance is another word for reliability. So, if a company indicates that it is compliant, it means that the information
is managed properly.

B. By meeting the legislative requirements and the regulations of both the government and internal management, an
organization shows that it manages its information in a sound manner.

C. When an organization employs a standard such as the ISO/IEC 27002 and uses it everywhere, it is compliant and
therefore it guarantees the reliability of its information.

D. When an organization is compliant, it meets the requirements of privacy legislation and, in doing so, protects the
reliability of its information.

Correct Answer: B
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