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QUESTION 1

DRAG DROP

Drag the following Security Engineering terms on the left to the BEST definition on the right.

Select and Place:

Security Engineering Term
[Risk | |

| Security Risk Treatment | | |

I Protection Needs Assessment | [ |
| Threat Assessment | | |
Correct Answer:
Security Engineering Term
| [Risk ]
| | Protection Needs Assessment |
| [Threat Assessment |

| | Security Risk Treatment |
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Definition
A measure of the extent to which an entity is
threatened by a potential circumstance or
event, the adverse impacts that would arise if
the circumstance or event occurs, and the
likelihood of

The method used to identify the
confidentiality, mtegrity, and availability
requirements for organizational and system
assets and to characterize the adverse impact
or consequences should the asset be lost,
modified, degraded. disrupted.
compromised, or become unavailable.

The method used to identify and characterize
the dangers anticipated throughout the life
cycle of the system,

The method used to identify feasible security
risk mitigation options and plans.

Definition
A measure of the extent to which an entity is
threatened by a potential circumstance or
event, the adverse impacts that would arise if
the circumstance or event occurs, and the
likelihood of

The method used 1o identify the
confidentiality, mtegrity, and availability
requirements for organizational and system
assets and to characterize the adverse impact
or consequences should the asset be lost,
modified. degraded. disrupted.
compromised, or become unavailable.

The method used to identify and characterize
the dangers anticipated throughout the ife
cycle of the system.

The method used to identify feasible security
risk mitigation options and plans.
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QUESTION 2

Which of the following types of business continuity tests includes assessment of resilience to internal and external risks
without endangering live operations?

A. Walkthrough
B. Simulation
C. Parallel D. White box

Correct Answer: C

QUESTION 3

The implementation Guides

A. are referred to in the Transaction Rule

B. are not referred to in the Transaction Rule
C. are referred to in the Compliance Rules
D. are referred to in the Confidentiality Rule

Correct Answer: A

QUESTION 4
DRAG DROP

Place in order, from BEST (1) to WORST (4), the following methods to reduce the risk of data remanence on magnetic
media.

Select and Place:

Sequenct Method

1 Qvenwritind
2 Degaussing

3 Destruction
4 Deleting

Correct Answer:
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Sequenct Method

Ovenwriting

Degaussing

Destruction

A=) W

Deleting

QUESTION 5

Are there penalties under HIPPA?

A. No penalties

B. HIPPA calls for severe civil and criminal penalties for noncompliance, including: -- fines up to $25k for multiple
violations of the same standard in a calendar year -- fines up to $250k and/or imprisonment up to 10 years for knowing
misuse of individually identifiable health information.

C. HIPPA calls for severe civil and criminal penalties for noncompliance, includes: -- fines up to 50k for multiple
violations of the same standard in a calendar year -- fines up to $500k and/or imprisonment up to 10 years for knowing
misuse of individually identifiable health information

D. HIPPA calls for severe civil and criminal penalties for noncompliance, including: -- fines up to $100 for multiple
violations of the same standard in a calendar year -- fines up to $750k and/or imprisonment up to 20 years for knowing

misuse of individually identifiable health information

Correct Answer: B
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