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QUESTION 1

Mark works as a Network Administrator for Perfect Inc. The company has both wired and wireless networks. An attacker
attempts to keep legitimate users from accessing services that they require. Mark uses IDS/IPS sensors on the wired
network to mitigate the attack. Which of the following attacks best describes the attacker\\'s intentions? 

A. Land attack 

B. Internal attack 

C. DoS attack 

D. Reconnaissance attack 

Correct Answer: C 

 

QUESTION 2

Mark works as a Network Administrator for NetTech Inc. The company has a Windows 2003 Active Directory domain-
based network. The domain consists of four domain controllers, six Windows 2003 member servers, and 500 Windows
XP Professional client computers. The PKI infrastructure is already configured on the network. The current configuration
of the network allows only managers to use EFS on local computers. Sometimes Mark faces problems when managers
lose their private keys due to the user profile becoming corrupt or being lost. Due to this, the files that were persistently
encrypted by using the corresponding public key are inaccessible. He wants to restore access to the encrypted files as
quickly as possible. What will he do to accomplish the task? 

A. Ask the managers to log on to the network with a new user account. 

B. Rename all the encrypted files and ask the managers to open the files. 

C. Configure key archival on certificate authority (CA). 

D. Ask the managers to use the Distributed file system (Dfs) to encrypt important files. 

Correct Answer: C 

 

QUESTION 3

The Incident handling process implemented in an enterprise is responsible to deal with all the incidents regarding the
enterprise. Which of the following procedures will be involved by the preparation phase of the Incident handling
process? 

A. Building up an incident response kit 

B. Setting up the initial position after an incident 

C. Working with QA to validate security of the enterprise 

D. Organizing a solution to remove an incident 

Correct Answer: A 
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QUESTION 4

A SOC running 24 hours a day, including weekends, needs to fill a new analyst position. 

How many full time employees should the SOC hire to ensure coverage for all shifts, while still allowing vacations,
training, and sick days? 

A. 3 

B. 5 

C. 8 

D. 2 

Correct Answer: D 

 

QUESTION 5

You work as a Network Administrator for Tech Perfect Inc. The company has a Windows Active Directory-based single
domain single forest network. The functional level of the forest is Windows Server 2003. The company has recently
provided fifty laptops to its sales team members. You are required to configure an 802.11 wireless network for the
laptops. The sales team members must be able to use their data placed at a server in a cabled network. The planned
network should be able to handle the threat of unauthorized access and data interception by an unauthorized user. You
are also required to prevent the sales team members from communicating directly to one another. Which of the
following actions will you take to accomplish the task? Each correct answer represents a complete solution. Choose all
that apply. 

A. Implement the IEEE 802.1X authentication for the wireless network. 

B. Configure the wireless network to use WEP encryption for the data transmitted over a wireless network. 

C. Implement the open system authentication for the wireless network. 

D. Using group policies, configure the network to allow the wireless computers to connect to the ad hoc networks only. 

E. Using group policies, configure the network to allow the wireless computers to connect to the infrastructure networks
only. 

Correct Answer: ABE 
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