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QUESTION 1

Which of the following statements about Digest authentication are true? Each correct answer represents a complete
solution. Choose two. 

A. Digest authentication is a more secure authentication method as compared to Basic authentication. 

B. In Digest authentication, passwords are sent across a network as a hash value, rather than as clear text. 

C. Digest authentication is used by wireless LANs, which follow the IEEE 802.11 standard. 

D. In Digest authentication, passwords are sent across a network as clear text, rather than as a has value. 

Correct Answer: AB 

 

QUESTION 2

John works as a network security officer in Gentech Inc. The company uses a TCP/IP network. While working on the
network, a problem occurs related to the DNS resolution. Which of the following utilities can he use to diagnose the
problem? 

A. IPConfig 

B. Ping 

C. Tracert 

D. nslookup 

Correct Answer: D 

 

QUESTION 3

Which of the following is a common feature of SSL VPNs? 

A. Transport mode 

B. Security associations 

C. IKE key exchange 

D. Browser portal 

Correct Answer: D 

 

QUESTION 4

Which of the following terms refers to a prolonged loss of power? 
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A. Spike 

B. Brownout 

C. Surge 

D. Blackout 

Correct Answer: D 

 

QUESTION 5

You work as an Administrator for Bluesky Inc. The company has 145 Windows XP Professional client computers and
eighty Windows 2003 Server computers. You want to install a security layer of WAP specifically designed for a wireless
environment. You also want to ensure that the security layer provides privacy, data integrity, and authentication for client-
server communications over a wireless network. Moreover, you want a client and server to be authenticated so that
wireless transactions remain secure and the connection is encrypted. Which of the following options will you use to
accomplish the task? 

A. Wireless Transport Layer Security (WTLS) 

B. Recovery Console 

C. Wired Equivalent Privacy (WEP) 

D. Virtual Private Network (VPN) 

Correct Answer: A 
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