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QUESTION 1

Which of the following types of attacks cannot be prevented by technical measures only? 

A. Social engineering 

B. Smurf DoS 

C. Brute force 

D. Ping flood attack 

Correct Answer: A 

 

QUESTION 2

Which security control is primarily concerned with reducing the cyber risk introduced by employees and other insiders
within the organization? 

A. Incident handling 

B. Vulnerability scanning 

C. Threat intelligence 

D. Configuration management 

E. Security awareness 

Correct Answer: C 

 

QUESTION 3

You are responsible for security at a company that uses a lot of Web applications. You are most concerned about flaws
in those applications allowing some attacker to get into your network. What method would be best for finding such
flaws? 

A. Automated penetration testing 

B. Code review 

C. Manual penetration testing 

D. Vulnerability scanning 

Correct Answer: D 

 

QUESTION 4
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Maria has been recently appointed as a Network Administrator in Gentech Inc. She has been tasked to perform network
security testing to find out the vulnerabilities and shortcomings of the present network infrastructure. Which of the
following testing approaches will she apply to accomplish this task? 

A. Black-box testing 

B. White-box testing 

C. Unit testing 

D. Gray-box testing 

Correct Answer: A 

 

QUESTION 5

Mark works as a Network Administrator for NetTech Inc. The company has a Windows Server 2008 domain based
network. The network contains four Windows Server 2008 member servers with different roles and 120 Windows Vista
client computers. Mark has implemented a Streaming Media Services server on the network. Users complain that they
are unable to view the contents when using their Windows Media Players. Mark investigates and finds that the firewall
only allows ports 80 and 443 for traffic. Mark wants to ensure that the users can view the contents. What will Mark to do
to accomplish the task? 

A. Configure firewall to allow port 110 

B. Re-install Windows Media player on the users\\' computers 

C. Configure firewall to allow port 25 

D. Enable HTTP Streaming 

Correct Answer: D 
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