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QUESTION 1

You work as a technician for Secure Net Inc. You receive an e-mail from your software vendor. The e-mail contains
information about a critical fix that needs to be installed on your computer. It further states that if this patch is not
installed 

right away, your system will crash and you will lose all your data. 

Now they require your maintenance account password. 

Which of the following types of security attacks do you think it is? 

A. Social engineering 

B. Man-in-the-middle 

C. Hacking 

D. Spoofing 

Correct Answer: A 

 

QUESTION 2

The statement below is an example of which of the following? 

For consumer market product lines, no single supplier\\'s exposure will exceed 30% 

A. Risk capacity 

B. Risk tolerance 

C. Risk analysis 

D. Risk profile 

Correct Answer: B 

 

QUESTION 3

John works as a professional Ethical Hacker. He has been assigned the project of testing the security of www.we-are-
secure.com. He finds that the We-are-secure server is vulnerable to attacks. As a countermeasure, he suggests that the
Network Administrator should remove the IPP printing capability from the server. He is suggesting this as a
countermeasure against __________. 

A. DNS zone transfer 

B. SNMP enumeration 

C. IIS buffer overflow 
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D. NetBIOS NULL session 

Correct Answer: C 

 

QUESTION 4

It is the technique for gathering information for a Web site owner about a user through a few lines of code that reside in
the Web pages. This information is gathered through __________. 

A. Spambot 

B. Spyware 

C. Web Bugs 

D. Bogus spyware removal programs 

Correct Answer: C 

 

QUESTION 5

Which of the following statements about reconnaissance is true? 

A. It is a computer that is used to attract potential intruders or attackers. 

B. It is any program that allows a hacker to connect to a computer without going through the normal authentication
process. 

C. It describes an attempt to transfer DNS zone data. 

D. It is also known as half-open scanning. 

Correct Answer: C 
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