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QUESTION 1

Which of the following viruses/worms uses the buffer overflow attack? 

A. Code red worm 

B. Klez worm 

C. Nimda virus 

D. Chernobyl (CIH) virus 

Correct Answer: A 

 

QUESTION 2

Which of the following is a typical responsibility for a Tier 1 SOC analyst? 

A. Forensics and malware analysis 

B. Monitoring and triaging alerts 

C. Sensor tuning and maintenance 

D. Incident coordination and response 

Correct Answer: D 

 

QUESTION 3

John works as a professional Ethical Hacker. He is assigned a project to test the security of www.weare-secure.com. He
installs a rootkit on the Linux server of the We-are-secure network. Which of the following statements are true about 

rootkits? 

Each correct answer represents a complete solution. Choose all that apply. 

A. They allow an attacker to conduct a buffer overflow. 

B. They allow an attacker to replace utility programs that can be used to detect the attacker\\'s activity. 

C. They allow an attacker to set a Trojan in the operating system and thus open a backdoor for anytime access. 

D. They allow an attacker to run packet sniffers secretly to capture passwords. 

Correct Answer: BCD 

 

QUESTION 4
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Which SOC metric measures the time an adversary remains in the network environment after the initial compromise? 

A. Dwell 

B. Identification 

C. Detection 

D. Containment 

Correct Answer: A 

 

QUESTION 5

You work as a Network Administrator for Perfect Solutions Inc. The company has a Windows Active Directory-based
single domain single forest network. The company\\'s network is connected to the Internet through a T1 line. The firewall
is configured on the network for securing the internal network from the intruders on the Internet. The functional level of
the forest is Windows Server 2003. You are designing a public key infrastructure (PKI) for the network. The security
policy of 

the company states that all users should use smart cards for authentication. Select and place the type of certificate
authority (CA) that is required to be configured on the network to implement the security policy of the company. 

Select and Place: 

Correct Answer: 
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