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QUESTION 1

Which of the following types of attacks entices a user to disclose personal information such as social security number,
bank account details, or credit card number? 

A. Spoofing 

B. Phishing 

C. Password guessing attack 

D. Replay attack 

Correct Answer: B 

 

QUESTION 2

Which of the following is the best way of protecting important data against virus attack? 

A. Using strong passwords to log on to the network. 

B. Taking daily backup of data. 

C. Updating the anti-virus software regularly. 

D. Implementing a firewall. 

Correct Answer: C 

 

QUESTION 3

Which of the following are the limitations for the cross site request forgery (CSRF) attack? Each correct answer
represents a complete solution. Choose all that apply. 

A. The attacker must determine the right values for all the form inputs. 

B. The attacker must target a site that doesn\\'t check the referrer header. 

C. The target site should have limited lifetime authentication cookies. 

D. The target site should authenticate in GET and POST parameters, not only cookies. 

Correct Answer: AB 

 

QUESTION 4

Which of the following characteristics are related to biometrics? Each correct answer represents a complete solution.
Choose two. 
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A. Psychological 

B. Biological 

C. Physiological 

D. Behavioral 

Correct Answer: CD 

 

QUESTION 5

Which of the following protocols does IPsec use to perform various security functions in the network? Each correct
answer represents a complete solution. Choose all that apply. 

A. Internet Key Exchange 

B. Encapsulating Security Payload 

C. Authentication Header 

D. Skinny Client Control Protocol 

Correct Answer: ABC 
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