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QUESTION 1

When conducting a risk assessment to meet specific compliance requirements, which approach is most effective? 

A. Control-focused 

B. Risk-based 

C. Threat-based 

D. Maturity-focused 

Correct Answer: B 

 

QUESTION 2

In what type of attack does an attacker capture packets containing passwords or digital signatures whenever packets
pass between two hosts on a network? 

A. Dictionary attack 

B. Ping flood attack 

C. DoS attack 

D. Replay attack 

Correct Answer: D 

 

QUESTION 3

Victor wants to send an encrypted message to his friend. He is using certain steganography technique to accomplish
this task. He takes a cover object and changes it accordingly to hide information. This secret information is recovered
only when the algorithm compares the changed cover with the original cover. Which of the following Steganography
methods is Victor using to accomplish the task? 

A. The distortion technique 

B. The substitution technique 

C. The cover generation technique 

D. The spread spectrum technique 

Correct Answer: A 

 

QUESTION 4

In which of the following does a Web site store information such as user preferences to provide customized services to
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users? 

A. Keyword 

B. Cookie 

C. Protocol 

D. ActiveX control 

Correct Answer: B 

 

QUESTION 5

What type of guidance does NIST SP 800-30 provide? 

A. Implementing the Cybersecurity Framework 

B. Conducting a risk assessment 

C. Performing a security gap analysis 

D. Establishing a security program 

Correct Answer: B 
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