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QUESTION 1

The TTL can be found in which protocol header? 

A. It is found in byte 8 of the ICMP header. 

B. It is found in byte 8 of the IP header. 

C. It is found in byte 8 of the TCP header. 

D. It is found in byte 8 of the DNS header. 

Correct Answer: B 

 

QUESTION 2

What is achieved with the development of a communication flow baseline? 

A. Validation of data access 

B. Classification of critical data 

C. Categorization of internal risks 

D. Identification of existing IT assets 

Correct Answer: D 

 

QUESTION 3

Which of the following statements about policy is FALSE? 

A. A well-written policy contains definitions relating to "what" to do. 

B. A well-written policy states the specifics of "how" to do something. 

C. Security policy establishes what must be done to protect information stored on computers. 

D. Policy protects people who are trying to do the right thing. 

Correct Answer: D 

 

QUESTION 4

John works as a Network Administrator for Perfect Solutions Inc. The company has a Linux-based network. John is
working as a root user on the Linux operating system. He wants to change the startup shell of Maria from bash to tcsh. 

Which of the following commands will John use to accomplish the task? Each correct answer represents a complete
solution. Choose all that apply. 
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A. usermod -s 

B. chage 

C. usermod -u 

D. useradd -s 

Correct Answer: AD 

 

 

QUESTION 5

You work as a Network Administrator for Tech2tech Inc. You have configured a network- based IDS for your company.
You have physically installed sensors at all key positions throughout the network such that they all report to the
command console. 

What will be the key functions of the sensors in such a physical layout? Each correct answer represents a complete
solution. Choose all that apply. 

A. To collect data from operating system logs 

B. To notify the console with an alert if any intrusion is detected 

C. To analyze for known signatures 

D. To collect data from Web servers 

Correct Answer: BC 
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