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QUESTION 1

Your CIO has found out that it is possible for an attacker to clone your company\\'s RFID (Radio Frequency ID) based
key cards. The CIO has tasked you with finding a way to ensure that anyone entering the building is an employee.
Which of the following authentication types would be the appropriate solution to this problem? 

A. Mandatory Access Controls 

B. Bell-LaPadula 

C. Two-Factor 

D. TACACS 

Correct Answer: C 

 

QUESTION 2

Your organization has broken its network into several sections/segments, which are separated by firewalls, 

ACLs and VLANs. The purpose is to defend segments of the network from potential attacks that originate 

in a different segment or that attempt to spread across segments. 

This style of defense-in-depth protection is best described as which of the following? 

A. Uniform protection 

B. Protected enclaves 

C. Vector-oriented 

D. Information-centric 

Correct Answer: B 

 

QUESTION 3

During which of the following steps is the public/private key-pair generated for Public Key Infrastructure (PKI)? 

A. Key Recovery 

B. Initialization 

C. Registration 

D. Certification 

Correct Answer: B 
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QUESTION 4

Which of the following radio frequencies is used by the IEEE 802.11a wireless network? 

A. 3.7 GHz 

B. 7.0 GHz 

C. 2.4 GHz 

D. 5.0 GHz 

Correct Answer: D 

 

QUESTION 5

You work as a Network Administrator for Net Soft Inc. You are designing a data backup plan for your company\\'s
network. The backup policy of the company requires high security and easy recovery of data. Which of the following
options will you choose to accomplish this? 

A. Take a full backup daily with the previous night\\'s tape taken offsite. 

B. Take a full backup daily and use six-tape rotation. 

C. Take a full backup on Monday and an incremental backup on each of the following weekdays. Keep Monday\\'s
backup offsite. 

D. Take a full backup on alternate days and keep rotating the tapes. 

E. Take a full backup on Monday and a differential backup on each of the following weekdays. Keep Monday\\'s backup
offsite. 

F. Take a full backup daily with one tape taken offsite weekly. 

Correct Answer: A 
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