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QUESTION 1

For most organizations, which of the following should be the highest priority when it comes to physical security
concerns? 

A. Controlling ingress and egress 

B. Controlling access to workstations 

C. Ensuring employee safety 

D. Controlling access to servers 

E. Protecting physical assets 

Correct Answer: C 

 

QUESTION 2

You are reviewing a packet capture file from your network intrusion detection system. In the packet stream, you come
across a long series of "no operation" (NOP) commands. In addition to the NOP commands, there appears to be a
malicious payload. Of the following, which is the most appropriate preventative measure for this type of attack? 

A. Limits on the number of failed logins 

B. Boundary checks on program inputs 

C. Controls against time of check/time of use attacks 

D. Restrictions on file permissions 

Correct Answer: C 

 

QUESTION 3

Which of the following statements regarding the Secure Sockets Layer (SSL) security model are true? Each correct
answer represents a complete solution. Choose two. 

A. The client can optionally authenticate the server. 

B. The client always authenticates the server. 

C. The server always authenticates the client. 

D. The server can optionally authenticate the client. 

Correct Answer: BD 
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QUESTION 4

Which of the following is a required component for successful 802.lx network authentication? 

A. Supplicant 

B. 3rd-party Certificate Authority 

C. Ticket Granting Server (TGS) 

D. IPSec 

Correct Answer: A 

 

QUESTION 5

SSL session keys are available in which of the following lengths? 

A. 40-bit and 128-bit. 

B. 64-bit and 128-bit. 

C. 128-bit and 1,024-bit. 

D. 40-bit and 64-bit. 

Correct Answer: A 
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