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QUESTION 1

Which Linux file lists every process that starts at boot time? 

A. inetd 

B. netsrv 

C. initd 

D. inittab 

Correct Answer: D 

 

QUESTION 2

Which of the following applications cannot proactively detect anomalies related to a computer? 

A. Firewall installed on the computer 

B. NIDS 

C. HIDS 

D. Anti-virus scanner 

Correct Answer: B 

 

QUESTION 3

Which of the following is a Layer 3 device that will typically drop directed broadcast traffic? 

A. Hubs 

B. Bridges 

C. Routers 

D. Switches 

Correct Answer: C 

 

QUESTION 4

Which choice best describes the line below? 

alert tcp any any -> 192.168.1.0/24 80 (content: /cgi-bin/test.cgi"; msg: "Attempted CGI-BIN Access!!";) 

A. Tcpdump filter 
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B. IP tables rule 

C. Wire shark filter 

D. Snort rule 

Correct Answer: D 

 

QUESTION 5

What is SSL primarily used to protect you against? 

A. Session modification 

B. SQL injection 

C. Third-patty sniffing 

D. Cross site scripting 

Correct Answer: C 
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