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QUESTION 1

Which of the following best describes the level of risk associated with using proprietary crypto algorithms.? 

A. Proprietary cryptographic algorithms are required by law to use shorter key lengths in the United States, so the risk is
high. 

B. Proprietary algorithms have not been subjected to public scrutiny, so they have been checked less throughly for
vulnerabilities. 

C. Proprietary algorithms are less likely be vulnerable than algorithms that have been publicly disclosed because of
enhanced secrecy of the algorithm. 

D. Proprietary algorithms are not known to generally be any more or less vulnerable than publicly scrutinized
algorithms. 

Correct Answer: B 

 

QUESTION 2

What type of malware is a self-contained program that has the ability to copy itself without parasitically infecting other
host code? 

A. Trojans 

B. Boot infectors 

C. Viruses 

D. Worms 

Correct Answer: D 

 

QUESTION 3

IPS devices that are classified as "In-line NIDS" devices use a combination of anomaly analysis, signature-based rules,
and what else to identify malicious events on the network? 

A. Firewall compatibility rules 

B. Application analysis 

C. ICMP and UDP active scanning 

D. MAC address filtering 

Correct Answer: B 

 

QUESTION 4
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Regarding the UDP header below, what is the length in bytes of the UDP datagrarn? 

04 1a 00 a1 00 55 db 51 

A. 161 

B. 81 

C. 219 

D. 85 

Correct Answer: D 

 

QUESTION 5

Which of the following hardware devices prevents broadcasts from crossing over subnets? 

A. Bridge 

B. Hub 

C. Router 

D. Modem 

Correct Answer: C 
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