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QUESTION 1

Which of the following statements would describe the term "incident" when used in the branch of security known as
Incident Handling?

A. Any observable network event

B. Harm to systems

C. Significant threat of harm to systems
D.AandC

E.A B,and C

F.Band C

G.Aand B

Correct Answer: D

QUESTION 2

Which of the following is an advantage of a Host Intrusion Detection System (HIDS) versus a Network Intrusion
Detection System (NIDS)?

A. Ability to detect malicious traffic after it has been decrypted by the host
B. Ability to decrypt network traffic

C. Ability to listen to network traffic at the perimeter

D. Ability to detect malicious traffic before it has been decrypted

Correct Answer: A

QUESTION 3

John works as a Network Administrator for Perfect Solutions Inc. The company has a Linux-based network. He is
working as a root user on the Linux operating system. He wants to delete his private.txt file from his operating system.
He knows that the deleted file can be recovered easily. Hence, he wants to delete the file securely. He wants to hide the
shredding, and so he desires to add a final overwrite of the file private.txt with zero. Which of the following commands
will John use to accomplish his task?

A. rmdir -v private.txt

B. shred -vfu private.txt

C. shred -vfuz private.txt

D. rm -vf private.txt
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Correct Answer: C

QUESTION 4

Which of the following monitors program activities and modifies malicious activities on a system?
A. Back door

B. HIDS

C. NIDS

D. RADIUS

Correct Answer: B

QUESTION 5

Which of the following is a required component for successful 802.Ix network authentication?
A. Supplicant

B. 3rd-party Certificate Authority

C. Ticket Granting Server (TGS)

D. IPSec

Correct Answer: A
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