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QUESTION 1

Which of the following Web authentication techniques uses a single sign-on scheme?
A. NTLM authentication

B. Microsoft Passport authentication

C. Basic authentication

D. Digest authentication

Correct Answer: B

QUESTION 2

Which of the following tools can be used to find a username from a SID?
A. SNMPENUM

B. SID

C. SID2User

D. SIDENUM

Correct Answer: C

QUESTION 3

TCP/IP stack fingerprinting is the passive collection of configuration attributes from a remote device during standard
layer 4 network communications. The combination of parameters may then be used to infer the remote operating
system (OS fingerprinting), or incorporated into a device fingerprint. Which of the following Nmap switches can be used
to perform TCP/IP stack fingerprinting?

A.nmap -O -p

B. nmap -sS

C. nmap -sU -p

D. nmap —sT

Correct Answer: A

QUESTION 4
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Which of the following Web authentication techniques uses a single sign-on scheme?
A. Basic authentication

B. Digest authentication

C. NTLM authentication

D. Microsoft Passport authentication

Correct Answer: D

QUESTION 5

Raw netcat shells and telnet terminals share which characteristic?
A. Ability to send commands to a target machine.

B. Ability to adapt output to the size of display window

C. Shells and terminals are exactly the same.

D. Ability to process standard output control sequences.

Correct Answer: D

Reference: http://tartarus.org/~simon/putty-snapshots/htmldoc/Chapter3.html
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