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QUESTION 1

You work as an IT Technician for uCertify Inc. You have to take security measures for the wireless network of the
company. You want to prevent other computers from accessing the company\\'s wireless network. On the basis of the
hardware address, which of the following will you use as the best possible method to accomplish the task? 

A. MAC Filtering 

B. SSID 

C. RAS 

D. WEP 

Correct Answer: A 

 

QUESTION 2

Which of the following describe the benefits to a pass-the-hash attack over traditional password cracking? 

A. No triggering of IDS signatures from the attack privileges at the level of theacquired password hash and no corruption
of the LSASS process. 

B. No triggering of IDS signatures from the attack, no account lockout and use ofnative windows file and print sharing
tools on the compromised system. 

C. No account lockout, privileges at the level of the acquired password hash and useof native windows file and print
Sharif tools on the compromised system. 

D. No account lockout, use of native file and print sharing tools on the compromisedsystem and no corruption of the
LSASS process. 

Correct Answer: D 

 

QUESTION 3

Peter, a malicious hacker, obtains e-mail addresses by harvesting them from postings, blogs, DNS listings, and Web
pages. He then sends large number of unsolicited commercial e-mail (UCE) messages on these addresses. Which of
the following e-mail crimes is Peter committing? 

A. E-mail Spam 

B. E-mail Storm 

C. E-mail spoofing 

D. E-mail bombing 

Correct Answer: A 
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QUESTION 4

A customer has asked for a scan or vulnerable SSH servers. What is the penetration tester attempting to accomplish
using the following Nmap command? 

A. Checking operating system version 

B. Running an exploit against the target 

C. Checking configuration 

D. Checking protocol version 

Correct Answer: D 

 

QUESTION 5

What command will correctly reformat the Unix passwordcopy and shadowcopy Tiles for input to John The Ripper? 

A. /un shadow passwd copy shadowcopy > johnfile 

B. /unshadow passwdcopy shadowcopy > johnfile 

C. /unshadow shadowcopy passwdcopy >john file 

D. /unshadow passwdcopy shadowcopy > johnfile 

Correct Answer: B 
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