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QUESTION 1

Why is OSSTMM beneficial to the pen tester?

A. It provides a legal and contractual framework for testing

B. It provides in-depth knowledge on tools

C. It provides report templates

D. It includes an automated testing engine similar to Metasploit
Correct Answer: C

Reference: http://lwww.pen-tests.com/open-source-security-testing-methodology-manual-osstmm.html

QUESTION 2

Which of the following commands can be used for port scanning?
A.nc-z

B. nc -t

C.nc-w

D.nc—-g

Correct Answer: A

QUESTION 3

Which of the following characters will you use to check whether an application is vulnerable to an SQL injection attack?
A. Single quote (\\')

B. Semi colon (;)

C. Double quote (")

D. Dash (-)

Correct Answer: A

QUESTION 4

Which of the following tools is an example of HIDS?
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A. Anti-Spector

B. Auditpol.exe

C. Elsave

D. Log File Monitor

Correct Answer: D

QUESTION 5

You work as an IT Technician for uCertify Inc. You have to take security measures for the wireless network of the
company. You want to prevent other computers from accessing the company\\'s wireless network. On the basis of the
hardware address, which of the following will you use as the best possible method to accomplish the task?

A. MAC Filtering

B. SSID

C. RAS

D. WEP

Correct Answer: A
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