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QUESTION 1

When sniffing wireless frames, the interface mode plays a key role in successfully collecting traffic. Which of the mode
or modes are best used for sniffing wireless traffic?

A. Master Ad-hoc
B. RFMON

C. RFMON. Ad-hoc
D. Ad-hoc

Correct Answer: A

Reference: http://www.willhackforsushi.com/books/377_eth_2e_06.pdf

QUESTION 2

Which of the following tools is an automated tool that is used to implement SQL injections and to retrieve data from Web
server databases?

A. Fragroute
B. Absinthe
C. Stick

D. ADMutate

Correct Answer: B

QUESTION 3

John works as a professional Ethical Hacker. He has been assigned the project of testing the security of www.we-are-
secure.com. He is using a tool to crack the wireless encryption keys. The description of the tool is as follows:
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Which of the following tools is John using to crack the wireless encryption keys?
A. AirSnort
B. PsPasswd

C. Cain
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D. Kismet

Correct Answer: A

QUESTION 4

Which of the following is NOT a valid DNS zone type?
A. Stub zone

B. Secondary zone

C. AlterNet zone

D. Primary zone

Correct Answer: C

QUESTION 5

John works as a professional Ethical Hacker. He has been assigned the project of testing the security of www.we-are-
secure.com. He wants to perform a stealth scan to discover open ports and applications running on the We-are-secure
server. For this purpose, he wants to initiate scanning with the IP address of any third party. Which of the following
scanning techniques will John use to accomplish his task?

A. UDP

B. TCP SYN/ACK

C. IDLE

D. RPC

Correct Answer: C
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