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QUESTION 1

You want to retrieve the default security report of nessus. Which of the following google search queries will you use?
A. site:pdf nessus "Assessment report"

B. filetype:pdf nessus

C. filetype:pdf "Assessment Report" nessus

D. link:pdf nessus "Assessment report"

Correct Answer: C

QUESTION 2

Which of the following statements are true about session hijacking?

Each correct answer represents a complete solution. Choose all that apply.

A. It is used to slow the working of victim\\'s network resources.

B. TCP session hijacking is when a hacker takes over a TCP session between two machines.
C. Use of a long random number or string as the session key reduces session hijacking.

D. It is the exploitation of a valid computer session to gain unauthorized access to information or services in a computer
system.

Correct Answer: BCD

QUESTION 3

Which of the following tools can be used to perform Windows password cracking, Windows enumeration, and VolP
session sniffing?

A. LOphtcrack

B. John the Ripper

C. Cain

D. Pass-the-hash toolkit

Correct Answer: C

QUESTION 4

In the screen shot below, which selections would you need click in order to intercept and alter all http traffic passing
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A. Trap response and continue
B. Set Break and Continue

C. Trap request and continue
D. Continue and drop

Correct Answer: B

QUESTION 5

John works as a professional Ethical Hacker. He has been assigned the project of testing the security of www.we-are-
secure.com. He performs a Teardrop attack on the we-are-secure server and observes that the server crashes. Which
of the following is the most likely cause of the server crash?

A. The spoofed TCP SYN packet containing the IP address of the target is filled in both the source and destination
fields.

B. The we-are-secure server cannot handle the overlapping data fragments.

C. The ICMP packet is larger than 65,536 bytes.
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D. Ping requests at the server are too high.

Correct Answer: B
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