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QUESTION 1

Which of the following is a method of gathering user names from a Linux system? 

A. Displaying the owner information of system-specific binaries 

B. Reviewing the contents of the system log files 

C. Gathering listening services from the xinetd configuration files D. Extracting text strings from the system password
file 

Correct Answer: C 

Reference: https://access.redhat.com/documentation/en-
US/Red_Hat_Enterprise_Linux/6/pdf/Security_Guide/Red_Hat_Enterprise_Linux-6-Security_Guide-en-US.pdf 

 

QUESTION 2

Which of the following Trojans does not use TCP protocol? 

A. Donald Dick 

B. Beast 

C. Back Oriffice 

D. NetBus 

Correct Answer: C 

 

QUESTION 3

You\\'ve been contracted by the owner of a secure facility to try and break into their office in the middle of the night.
Your client requested photographs of any sensitive information found as proof of your accomplishments. The job
you\\'ve been hired to perform is an example of what practice? 

A. Penetration Testing 

B. Ethical Hacking 

C. Vulnerability Assessing 

D. Security Auditing 

Correct Answer: B 

 

QUESTION 4

John works as a professional Ethical Hacker. He has been assigned the project of testing the security of www.we-are-
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secure.com. He has successfully performed the following steps of the preattack phase to check the security of the We-
aresecure network: 

Gathering information Determining the network range Identifying active systems 

Now, he wants to find the open ports and applications running on the network. Which of the following tools will he use to
accomplish his task? 

A. APNIC 

B. SuperScan 

C. ARIN 

D. RIPE 

Correct Answer: B 

 

QUESTION 5

Which of following tasks can be performed when Nikto Web scanner is using a mutation technique? Each correct
answer represents a complete solution. Choose all that apply. 

A. Guessing for password file names. 

B. Sending mutation payload for Trojan attack. 

C. Testing all files with all root directories. 

D. Enumerating user names via Apache. 

Correct Answer: ACD 
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