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QUESTION 1

You want to retrieve the default security report of nessus. Which of the following google search queries will you use?
A. site:pdf nessus "Assessment report"

B. filetype:pdf nessus

C. filetype:pdf "Assessment Report" nessus

D. link:pdf nessus "Assessment report"

Correct Answer: C

QUESTION 2

Which of the following standards is used in wireless local area networks (WLANS)?
A. IEEE 802.4

B. |IEEE 802.3

C. IEEE 802.11b

D. IEEE 802.5

Correct Answer: C

QUESTION 3

You want to search the Apache Web server having version 2.0 using google hacking. Which of the following search
queries will you use?

A. intitle:"Test Page for Apache Installation” "You are free"
B. intitle:"Test Page for Apache Installation" "It worked!"
C. intitle:test.page "Hey, it worked !" "SSI/TLS aware"

D. intitle:Sample.page.for.Apache Apache.Hook.Function

Correct Answer: D

QUESTION 4

A tester has been contracted to perform a penetration test for a corporate client. The scope of the test is limited to end-
user workstations and client programs only. Which of die following actions is allowed in this test?

A. Attempting to redirect the internal gateway through ARP poisoning
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B. Activating bot clients and performing a denial-of-service against the gateway.
C. Sniffing and attempting to crack the Domain Administrators password hash.
D. Sending a malicious pdf to a user and exploiting a vulnerable Reader version.

Correct Answer: B

QUESTION 5

You work as an IT Technician for uCertify Inc. You have to take security measures for the wireless network of the
company. You want to prevent other computers from accessing the company\\'s wireless network. On the basis of the
hardware address, which of the following will you use as the best possible method to accomplish the task?

A. MAC Filtering

B. SSID

C.RAS

D. WEP

Correct Answer: A
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