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QUESTION 1

Which of the following are the major tasks of risk management? Each correct answer represents a complete solution.
Choose two.

A. Building Risk free systems

B. Risk control

C. Risk identification

D. Assuring the integrity of organizational data

Correct Answer: BC

QUESTION 2

Which of the following types of attacks is mounted with the objective of causing a negative impact on the performance of
a computer or network?

A. Denial-of-Service (DoS) attack
B. Impersonation attack

C. Vulnerability attack

D. Man-in-the-middle attack

Correct Answer: A

QUESTION 3

An organization monitors the hard disks of its employees\\' computers from time to time. Which policy does this pertain
to?

A. Backup policy

B. Network security policy
C. User password policy
D. Privacy policy

Correct Answer: D

QUESTION 4

Which of the following statements about a certificate is true?
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A. A certificate is a method of encryption used to send mails.
B. A certificate is used to protect intranets against virus attacks.
C. A certificate is a digital representation of information that identifies authorized users on the Internet and intranets.

D. A certificate is a digital representation of information that identifies unauthorized communication packets on the
Internet and intranets.

Correct Answer: C

QUESTION 5

Which of the following formulas is used to determine the Single Loss Expectancy (SLE)?

A. Single Loss Expectancy x Annualized Rate of Occurrence

B. ALE before implementing safeguard + ALE after implementing safeguard + annual cost of safeguard
C. ALE before implementing safeguard - ALE after implementing safeguard - annual cost of safeguar
D. Asset Value x Exposure factor

Correct Answer: D
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