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QUESTION 1

John works as a C programmer. He develops the following C program: 

#include  

#include  

#include  

int buffer(char *str) { 

char buffer1[10]; 

strcpy(buffer1, str); 

return 1; 

} 

int main(int argc, char *argv[]) { 

buffer (argv[1]); 

printf("Executed\n"); 

return 1; 

} 

His program is vulnerable to a __________ attack. 

A. Denial-of-Service 

B. SQL injection 

C. Buffer overflow 

D. Cross site scripting 

Correct Answer: C 

 

 

QUESTION 2

On which of the following OSI model layers does IPSec operate? 

A. Data-link layer 

B. Physical layer 

C. Session layer 
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D. Network layer 

Correct Answer: D 

 

QUESTION 3

Which of the following protocols are used to provide secure communication between a client and a server over the
Internet? Each correct answer represents a part of the solution. Choose two. 

A. HTTP 

B. SSL 

C. SNMP 

D. TLS 

Correct Answer: BD 

 

QUESTION 4

Which of the following types of attacks is targeting a Web server with multiple compromised computers that are
simultaneously sending hundreds of FIN packets with spoofed IP source IP addresses? 

A. Dictionary attack 

B. DDoS attack 

C. Insertion attack 

D. Evasion attack 

Correct Answer: B 

 

QUESTION 5

Samantha works as an Ethical Hacker for we-are-secure Inc. She wants to test the security of the weare- secure server
for DoS attacks. She sends large number of ICMP ECHO packets to the target computer. Which of the following DoS
attacking techniques will she use to accomplish the task? 

A. Land attack 

B. Ping flood attack 

C. Smurf dos attack 

D. Teardrop attack 

Correct Answer: B 
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