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QUESTION 1

John works as a Network Security Professional. He is assigned a project to test the security of www.we- are-
secure.com. He is working on the Linux operating system and wants to install an Intrusion Detection System on the We-
are-secure server so that he can receive alerts about any hacking attempts. Which of the following tools can John use to
accomplish the task? Each correct answer represents a complete solution. Choose all that apply. 

A. Snort 

B. SARA 

C. Samhain 

D. Tripwire 

Correct Answer: AC 

 

QUESTION 2

Which of the following types of attacks is targeting a Web server with multiple compromised computers that are
simultaneously sending hundreds of FIN packets with spoofed IP source IP addresses? 

A. Dictionary attack 

B. DDoS attack 

C. Insertion attack 

D. Evasion attack 

Correct Answer: B 

 

QUESTION 3

Which of the following are the major tasks of risk management? Each correct answer represents a complete solution.
Choose two. 

A. Assuring the integrity of organizational data 

B. Building Risk free systems 

C. Risk control 

D. Risk identification 

Correct Answer: CD 

 

QUESTION 4
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Which of the following statements about packet filtering is true? 

A. It is used to store information about confidential data. 

B. It is used to send confidential data on the public network. 

C. It allows or restricts the flow of encrypted packets to provide security. 

D. It allows or restricts the flow of specific types of packets to provide security. 

Correct Answer: D 

 

QUESTION 5

Which of the following is the most secure authentication method? 

A. Certificate-based authentication 

B. Basic authentication 

C. Digest authentication 

D. Integrated Windows authentication 

Correct Answer: A 
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