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QUESTION 1

Which of the following steps can be taken to protect laptops and data they hold? Each correct answer represents a
complete solution. Choose all that apply. 

A. Use slot locks with cable to connect the laptop to a stationary object. 

B. Keep inventory of all laptops including serial numbers. 

C. Harden the operating system. 

D. Encrypt all sensitive data. 

Correct Answer: ABCD 

 

QUESTION 2

You work as a Network Administrator for NetTech Inc. The company\\'s network is connected to the Internet. For
security, you want to restrict unauthorized access to the network with minimum administrative effort. You want to
implement a hardware-based solution. What will you do to accomplish this? 

A. Implement a proxy server on the network. 

B. Implement firewall on the network. 

C. Connect a router to the network. 

D. Connect a brouter to the network. 

Correct Answer: B 

 

QUESTION 3

Which of the following is an industry standard authentication protocol commonly used in UNIX networks? 

A. TACACS 

B. IPX 

C. SMTP 

D. MS-CHAP 

Correct Answer: A 

 

QUESTION 4

Which of the following is a name, symbol, or slogan with which a product is identified? 
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A. Trademark 

B. Patent 

C. Trade secret 

D. Copyright 

Correct Answer: A 

 

QUESTION 5

Brutus is a password cracking tool that can be used to crack the following authentications: 

HTTP (Basic Authentication) 

HTTP (HTML Form/CGI) 

POP3 (Post Office Protocol v3) 

FTP (File Transfer Protocol) 

SMB (Server Message Block) 

Telnet 

Which of the following attacks can be performed by Brutus for password cracking? Each correct answer represents a
complete solution. Choose all that apply. 

A. Dictionary attack 

B. Brute force attack 

C. Replay attack 

D. Hybrid attack 

E. Man-in-the-middle attack 

Correct Answer: ABD 
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