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QUESTION 1

Which of the following areas of a network contains DNS servers and Web servers for Internet users? 

A. MMZ 

B. VPN 

C. DMZ 

D. VLAN 

Correct Answer: C 

 

QUESTION 2

Which of the following statements about asymmetric encryption are true? Each correct answer represents a complete
solution. Choose two. 

A. Asymmetric encryption uses a public key and a private key pair for data encryption. 

B. Asymmetric encryption is faster as compared to symmetric encryption. 

C. In asymmetric encryption, the public key is distributed and the private key is available only to the recipient of the
message. 

D. In asymmetric encryption, only one key is needed to encrypt and decrypt data. 

Correct Answer: AC 

 

QUESTION 3

Which of the following methods can be helpful to eliminate social engineering threat? Each correct answer represents a
complete solution. Choose three. 

A. Password policies 

B. Vulnerability assessments 

C. Data classification 

D. Data encryption 

Correct Answer: ABC 

 

QUESTION 4

Which of the following statements about certification authority (CA) are true? Each correct answer represents a
complete solution. Choose two. 
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A. It is an entity in a network, which manages security credentials and public keys for message encryption. 

B. It issues certificates that confirm the identity and other attributes of a certificate in relation to other entities. 

C. It is an entity in a network, which manages files and objects. 

D. It issues private keys that confirm the identity and other attributes of a certificate in relation to other entities. 

Correct Answer: AB 

 

QUESTION 5

Which of the following hashing algorithms produces a variable length hash value? 

A. MD5 

B. SHA 

C. HAVAL 

D. MD4 

Correct Answer: C 
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