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QUESTION 1

Which of the following refers to a condition in which a hacker sends a bunch of packets that leave TCP ports half open? 

A. PING attack 

B. Spoofing 

C. Hacking 

D. SYN attack 

Correct Answer: D 

 

QUESTION 2

John, a novice web user, makes a new E-mail account and keeps his password as "apple", his favorite fruit. John\\'s
password is vulnerable to which of the following password cracking attacks? Each correct answer represents a
complete solution. Choose all that apply. 

A. Dictionary attack 

B. Rule based attack 

C. Brute Force attack 

D. Hybrid attack 

Correct Answer: ACD 

 

QUESTION 3

John is a merchant. He has set up a LAN in his office. Some important files are deleted as a result of virus attack. John
wants to ensure that it does not happen again. What will he use to protect his data from virus? 

A. Antivirus 

B. Backup 

C. Symmetric encryption 

D. Firewall 

Correct Answer: A 

 

QUESTION 4

Which of the following is the most secure place to host a server that will be accessed publicly through the Internet? 
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A. A DNS Zone 

B. An Intranet 

C. A demilitarized zone (DMZ) 

D. A stub zone 

Correct Answer: C 

 

QUESTION 5

Which of the following statements are TRUE regarding asymmetric encryption and symmetric encryption? Each correct
answer represents a complete solution. Choose all that apply. 

A. Data Encryption Standard (DES) is a symmetric encryption key algorithm. 

B. In symmetric encryption, the secret key is available only to the recipient of the message. 

C. Symmetric encryption is commonly used when a message sender needs to encrypt a large amount of data. 

D. Asymmetric encryption uses a public key and a private key pair for data encryption. 

Correct Answer: ACD 
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