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QUESTION 1

Which of the following statements about Public Key Infrastructure (PKI) is true?
A. It uses symmetric key pairs.

B. It uses public key encryption.

C. It is a digital representation of information that identifies users.

D. It provides security using data encryption and digital signature.

Correct Answer: D

QUESTION 2

You send and receive messages on Internet. A man-in-the-middle attack can be performed to capture and read your
message. Which of the following Information assurance pillars ensures the security of your message or data against this
type of attack?

A. Authentication

B. Non-repudiation

C. Data availability

D. Confidentiality

Correct Answer: D

QUESTION 3

Your company is going to add wireless connectivity to the existing LAN. You have concerns about the security of the
wireless access and wish to implement encryption. Which of the following would be the best choice for you to use?

A. WAP
B. WEP
C.DES
D. PKI

Correct Answer: B

QUESTION 4

Which of the following representatives of incident response team takes forensic backups of the systems that are the
focus of the incident?
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A. Technical representative

B. Legal representative

C. Lead investigator

D. Information security representative

Correct Answer: A

QUESTION 5

Which of the following is prepared by the business and serves as a starting point for producing the IT Service Continuity
Strategy?

A. Disaster Invocation Guideline

B. Business Continuity Strategy

C. Index of Disaster-Relevant Information

D. Availability/ ITSCM/ Security Testing Schedule

Correct Answer: B
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