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QUESTION 1

Jane works as a Consumer Support Technician for McRoberts Inc. The company provides troubleshooting support to
users. A user named Peter installs Windows Vista on his computer. He connects his computer on the network. He wants
to protect his computer from malicious software and prevent hackers from gaining access to his computer through the
network. Which of the following actions will Jane assist Peter to perform to accomplish the task? 

A. Don\\'t stay logged on as an administrator. 

B. Use a firewall. 

C. Keep the computer up-to-date. 

D. Run antivirus software on the computer. 

Correct Answer: B 

 

QUESTION 2

Mark is implementing security on his e-commerce site. He wants to ensure that a customer sending a message is really
the one he claims to be. Which of the following techniques will he use to ensure this? 

A. Packet filtering 

B. Authentication 

C. Firewall 

D. Digital signature 

Correct Answer: D 

 

QUESTION 3

Which of the following statements about Secure Shell (SSH) are true? Each correct answer represents a complete
solution. Choose three. 

A. It was designed as a replacement for TELNET and other insecure shells. 

B. It is a network protocol used primarily on Linux and Unix based systems. 

C. It allows data to be exchanged using a secure channel between two networked devices. 

D. It is the core routing protocol of the Internet. 

Correct Answer: ABC 

 

QUESTION 4
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You work as an executive manager for Mariotx.Inc. You entered into a business contract with a firm called Helfixnet.Inc.
You passed on the contract details to Helfixnet.Inc and also got an acceptance approval. You later find that Helfixnet.Inc
is violating the rules of the contract and they claim that they had never entered into any contract with Mariotx.Inc when
asked. Which of the following directives of Information Assurance can you apply to ensure prevention from such
issues? 

A. Confidentiality 

B. Non-repudiation 

C. Data integrity 

D. Data availability 

Correct Answer: B 

 

QUESTION 5

Which of the following statements are true about security risks? Each correct answer represents a complete solution.
Choose three. 

A. They are considered an indicator of threats coupled with vulnerability. 

B. They can be mitigated by reviewing and taking responsible actions based on possible risks. 

C. They can be removed completely by taking proper actions. 

D. They can be analyzed and measured by the risk analysis process. 

Correct Answer: ABD 
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