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QUESTION 1

You have purchased a wireless router for your home network. What will you do first to enhance the security?
A. Change the default password and administrator\\'s username on the router

B. Disable the network interface card on the computer

C. Configure DMZ on the router

D. Assign a static IP address to the computers

Correct Answer: A

QUESTION 2

You want to ensure that everyone who sends you an email should encrypt it. However you do not wish to exchange
individual keys with all people who send you emails. In order to accomplish this goal which of the following should you
choose?

A. DES

B. AES

C. Symmetric Encryption

D. Public Key encryption

Correct Answer: D

QUESTION 3

A firewall is a combination of hardware and software, used to provide security to a network. It is used to protect an
internal network or intranet against unauthorized access from the Internet or other outside networks. It restricts inbound
and outbound access and can analyze all traffic between an internal network and the Internet. Users can configure a
firewall to pass or block packets from specific IP addresses and ports. Which of the following tools works as a firewall for
the Linux 2.4 kernel?

A. IPChains

B. OpenSSH

C. Stunnel

D. IPTables

Correct Answer: D

QUESTION 4
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You are the Security Consultant and have been contacted by a client regarding their encryption and hashing algorithms.
Their in-house network administrator tells you that their current hashing algorithm is an older one with known
weaknesses and is not collision resistant. Which algorithm are they most likely using for hashing?

A. PKI

B. MD5

C. SHA

D. Kerberos

Correct Answer: B

QUESTION 5

Mark works as a Customer Support Technician for uCertify Inc. The company provides troubleshooting support to users.
Mark is troubleshooting a computer of a user who is working on Windows Vista. The user reports that his sensitive data
is being accessed by someone because of security vulnerability in the component of Windows Vista. Which of the
following features of Windows Security Center should Mark configure to save the user\\'s data?

A. Automatic updating

B. Firewall

C. Malware protection

D. Content Advisor

Correct Answer: A
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