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QUESTION 1

How should you configure the Regional Centers\\' e-mail, so that it is secure and encrypted? (Click the Exhibit button on
the toolbar to see the case study.) 

A. Use EFS. 

B. Use IPSec. 

C. Use S/MIME. 

D. Use TLS. 

Correct Answer: C 

 

QUESTION 2

Which of the following statements are TRUE regarding asymmetric encryption and symmetric encryption? Each correct
answer represents a complete solution. Choose all that apply. 

A. Data Encryption Standard (DES) is a symmetric encryption key algorithm. 

B. In symmetric encryption, the secret key is available only to the recipient of the message. 

C. Symmetric encryption is commonly used when a message sender needs to encrypt a large amount of data. 

D. Asymmetric encryption uses a public key and a private key pair for data encryption. 

Correct Answer: ACD 

 

QUESTION 3

John, a novice web user, makes a new E-mail account and keeps his password as "apple", his favorite fruit. John\\'s
password is vulnerable to which of the following password cracking attacks? Each correct answer represents a
complete solution. Choose all that apply. 

A. Dictionary attack 

B. Rule based attack 

C. Brute Force attack 

D. Hybrid attack 

Correct Answer: ACD 

 

QUESTION 4

You work as a Network Administrator for ABC Inc. The company uses a secure wireless network. John complains to you
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that his computer is not working properly. What type of security audit do you need to conduct to resolve the problem? 

A. Operational audit 

B. Non-operational audit 

C. Independent audit 

D. Dependent audit 

Correct Answer: C 

 

QUESTION 5

A Cisco Unified Wireless Network has an AP that does not rely on the central control device of the network. Which type
of AP has this characteristic? 

A. Lightweight AP 

B. Rogue AP 

C. LWAPP 

D. Autonomous AP 

Correct Answer: D 
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