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QUESTION 1

You work as a Security manager for Qualoxizz Inc. Your company has number of network switches in the site network
infrastructure. Which of the following actions will you perform to ensure the security of the switches in your company? 

A. Set long session timeouts. 

B. Open up all the unused management ports. 

C. Set similar passwords for each management port. 

D. Ignore usage of the default account settings. 

Correct Answer: D 

 

QUESTION 2

You work as a Software Developer for Mansoft Inc. You have participated in the customization of a previously
developed Configuration Management Application Block (CMAB) that manages an application configuration setting in
multiple data stores. Based on requirements, you have extended the CMAB to read and write configuration data to and
from an Oracle database. You need to create a unit test strategy. Which of the following steps would you include in a
unit test of the CMAB? Each correct answer represents a part of the solution. Choose all that apply. 

A. Perform White box testing 

B. Regression test the existing functionality 

C. Execute Use cases of the application 

D. Perform Stress testing 

E. Review the implementation 

Correct Answer: ABE 

 

QUESTION 3

You have been assigned the task of selecting a hash algorithm. The algorithm will be specifically used to ensure the
integrity of certain sensitive files. It must use a 128 bit hash value. Which of the following should you use? 

A. SHA 

B. AES 

C. MD5 

D. DES 

Correct Answer: C 
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QUESTION 4

Computer networks and the Internet are the prime mode of Information transfer today. Which of the following is a
technique used for modifying messages, providing Information and Cyber security, and reducing the risk of hacking
attacks during communications and message passing over the Internet? 

A. Risk analysis 

B. Firewall security 

C. OODA loop 

D. Cryptography 

Correct Answer: D 

 

QUESTION 5

You want to install a server that can be accessed by external users. You also want to ensure that these users cannot
access the rest of the network. Where will you place the server? 

A. Intranet 

B. Local Area Network 

C. Internet 

D. Demilitarized Zone 

E. Extranet 

F. Wide Area Network 

Correct Answer: D 
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