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QUESTION 1

When can an evidence file containing a NTFS partition be logically restored to a FAT 32 partition?
A. Never

B. Bothaand b

C. When the FAT 32 has the same number of sectors / clusters.

D. When the FAT 32 is the same size or bigger.

Correct Answer: A

QUESTION 2

If a hash analysis is run on a case, EnCase:

A. Will create a hash set to the user specifications. Will create a hash set to the user specifications.
B. Will compare the hash value of the files in the case to the hash library.

C. Will compute a hash value of the evidence file and begin a verification process.

D. Will generate a hash set for every file in the case.

Correct Answer: B

QUESTION 3

You are an investigator and have encountered a computer that is running at the home of a suspect. The computer does
not appear to be a part of a network. The operating system is Windows XP Home. No programs are visibly running. You
should:

A. Pull the plug from the back of the computer.

B. Shut it down with the start menu.

C. Pull the plug from the wall.

D. Turn it off with the power button.

Correct Answer: A

QUESTION 4
When Unicode is selected for a search keyword, EnCase:

A. Will only find the keyword if it is Unicode.
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B. None of the above.
C. Unicode is not a search option for EnCase.
D. Will find the keyword if it is either Unicode or ASCII.

Correct Answer: D

QUESTION 5
You are assigned to assist with the search and seizure of several computers. The magistrate ordered that the
computers cannot be seized unless they are found to contain any one of ten previously identified images. You currently

have the ten images in JPG format. Using the EnCase methodology, how would you best handle this situation?

A. Use FastBloc or a network/parallel port cable to acquire forensic images of the hard drives, then search the evidence
files for the previously identified images.

B. Use FastBloc or a network/parallel port cable to preview the hard drives. Go to the Gallery view and search for the
previously identified images.

C. Use FastBloc or a network/parallel port cable to preview the hard drives. Conduct a hash analysis of the files on the
hard drives, using a hash library containing the hash values of the previously identified images.

D. Use an EnCase DOS boot disk to conduct a text search for hild porn. Use an EnCase DOS boot disk to
conduct a text search for child porn?

Correct Answer: C
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