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QUESTION 1

Jill ran the following command below against a DNS server. 

But the command did not work. What other command can Jill use to accomplish the same task? 

A. $ dig @192.12.4.6 45.79.151.23 -t AXFR 

B. $ arp @45.79.151.23 192.12.4.6 -t AXFR 

C. $ arp @192.12.4.6 45.79.151.23 -t AXFR 

D. $ dig @45.79.151.23 192.12.4.6 -t AXFR 

Correct Answer: B 

 

QUESTION 2

FILL BLANK 

Fill in the blank with the appropriate name of the attack. 

______ takes best advantage of an existing authenticated connection. 

A. session hijacking 

Correct Answer: A 

 

 

QUESTION 3

An attacker is launching an attack against an input field in a form that is used to retrieve restricted information that is
filtered dependent upon the privileges of the logged in user. This attacker inserts "\\' or 1=1;--" into this field. What is
most likely the attacker\\'s desired result from this insertion? 

A. This forces a bypass on the back-end authentication mechanism, allowing total access to the entire database 

B. This forces a TRUE condition and may cause the SQL server to return all of the information in the selected field(s) 

C. This forces a UNION condition and may cause the SQL server to return a list of all columns in the database 

D. This forces an INSERT condition and will dump all rows in the table to the users screen 
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Correct Answer: D 

 

QUESTION 4

Which Win32 based command will display DNS record names and types, as well as the current time to live for the
record? 

A. ipconfig /displaydns 

B. ipconfig /showdnsid 

C. ipconfig /all 

D. ipconfig /registerdns 

Correct Answer: A 

 

QUESTION 5

What is one of the functions CyberCPR performs? 

A. It can act as a NIDS when traffic is routed through it 

B. All uploaded files are hashed 

C. CyperCPR can act as an secure email server 

D. It can act as a HIDS on the system it is installed on 

Correct Answer: A 
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