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QUESTION 1

Which of the following are the two sub-layers present in Data Link layer of the OSI Reference model?
A. Logical Link control and Media Access control

B. Logical control and Link control

C. Machine Link control and Logical Link control

D. Data control and Media Access control

Correct Answer: A

QUESTION 2

You work as a Network Administrator for McRobert Inc. Your company has a TCP/IP-based network. You have
configured a WAN link for the network. You are facing connectivity problem across the WAN link. What will be your first
step in troubleshooting the issue?

A. Reinstall TCP/IP protocol.

B. Check that the correct default gateway is set.

C. Enable DNS.

D. Ensure that NetBEUI protocol is loaded.

E. Use the NETSTAT utility to view TCP/IP statistics.

Correct Answer: B

QUESTION 3

Adam works as a professional Computer Hacking Forensic Investigator. He has been called by the FBI to examine data
of the hard disk, which is seized from the house of a suspected terrorist. Adam decided to acquire an image of the
suspected hard drive. He uses a forensic hardware tool, which is capable of capturing data from IDE, Serial ATA, SCSI
devices, and flash cards. This tool can also produce MD5 and CRC32 hash while capturing the data. Which of the
following tools is Adam using?

A. ImageMASSter Solo-3

B. ImageMASSter 4002i

C. FireWire DriveDock

D. Wipe MASSter

Correct Answer: A
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QUESTION 4

An attacker makes an attempt against a Web server. The result is that the attack takes the form of URLs. These URLs
search for a certain string that identifies an attack against the Web server. Which IDS/IPS detection method do the
URLSs use to detect and prevent an attack?

A. Anamoly-based detection

B. Policy-based detection

C. Honey pot detection

D. Signature-based detection

Correct Answer: D

QUESTION 5

This is a Windows-based tool that is used for the detection of wireless LANs using the IEEE 802.11a, 802.11b, and
802.119g standards. The main features of these tools are as follows:

A. War driving

B. Detecting unauthorized access points

C. Detecting causes of interference on a WLAN

D. WEP ICV error tracking

E. Making Graphs and Alarms on 802.11 Data, including Signal Strength

Correct Answer: D
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