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QUESTION 1

Adam works as a professional Computer Hacking Forensic Investigator. A project has been assigned to him to
investigate a multimedia enabled mobile phone, which is suspected to be used in a cyber crime. Adam uses a tool, with
the help of which he can recover deleted text messages, photos, and call logs of the mobile phone. Which of the
following tools is Adam using?

A. FAU

B. FTK Imager

C. Galleta

D. Device Seizure

Correct Answer: D

QUESTION 2

Which of the following ports is used for DNS services?
A. Port7

B. Port 53

C. Port 80

D. Port 23

Correct Answer: B

QUESTION 3

Which of the following attacks is based on the concept that IDSs cannot recognize Unicode encoded malicious data?
A. DoS attack

B. Fragmentation overlap attack

C. Obfuscating attack payload

D. Polymorphic shell code attack

Correct Answer: C

QUESTION 4

What is the maximum size of an IP datagram for Ethernet?
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A. 1200 bytes
B. 1024 bytes
C. 1500 bytes
D. 4500 bytes

Correct Answer: C

QUESTION 5

Mark works as a Network administrator for SecureEnet Inc. His system runs on Mac OS X. He wants to boot his system
from the Network Interface Controller (NIC). Which of the following snag keys will Mark use to perform the required
function?

A.D

B.N

C.z

D.C

Correct Answer: B
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