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QUESTION 1

Adam works as a professional Computer Hacking Forensic Investigator. A project has been assigned to him to
investigate the main server of SecureEnet Inc. The server runs on Debian Linux operating system. Adam wants to
investigate and review the GRUB configuration file of the server system. Which of the following files will Adam
investigate to accomplish the task?

A. /boot/grub/menu.lst

B. /grub/grub.com

C. /boot/boot.conf

D. /boot/grub/grub.conf

Correct Answer: A

QUESTION 2

Which of the following are open-source vulnerability scanners?
A. Nessus

B. NetRecon

C. Hackbot

D. Nikto

Correct Answer: ACD

QUESTION 3

Which of the following tools are used to determine the hop counts of an IP packet? Each correct answer represents a
complete solution. Choose two.

A. TRACERT
B. Ping

C. IPCONFIG
D. Netstat

Correct Answer: AB

QUESTION 4

Which of the following firewalls keeps track of the state of network connections traveling across the network?
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A. Stateful firewall

B. Application-level firewall
C. Packet filtering firewall
D. Circuit-level firewall

Correct Answer: A

QUESTION 5

You work as a Network Administrator for Net Perfect Inc. The company\\'s network is configured with Internet Security
and Acceleration (ISA) Server 2000 to provide firewall services. You want to block all e- mails coming from the domain
named fund4you.com. How will you accomplish this?

A. Enable POP intrusion detection filterBlock e-mails from the fun4you.com domain

B. Enable SMTP filterAdd the fun4you.com domain name to the list of rejected domains

C. Create a site and content rule to prohibit access to the fun4you.com domain

D. Create a protocol rule that allows only authorized users to use the SMTP protocol

Correct Answer: B
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