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QUESTION 1

Which of the following are well-known ports? 

Each correct answer represents a complete solution. Choose two. 

A. 443 

B. 21 

C. 1024 

D. 8080 

Correct Answer: AB 

 

QUESTION 2

In which of the following IDS evasion techniques does an attacker deliver data in multiple small sized packets, which
makes it very difficult for an IDS to detect the attack signatures of such attacks? 

A. Insertion 

B. Session splicing 

C. Fragmentation overlap 

D. Fragmentation overwrite 

Correct Answer: B 

 

QUESTION 3

This is a Windows-based tool that is used for the detection of wireless LANs using the IEEE 802.11a, 802.11b, and
802.11g standards. The main features of these tools are as follows: 

A. War driving 

B. Detecting unauthorized access points 

C. Detecting causes of interference on a WLAN 

D. WEP ICV error tracking 

E. Making Graphs and Alarms on 802.11 Data, including Signal Strength 

Correct Answer: D 

 

QUESTION 4
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You work as a Network Administrator for Net Perfect Inc. The company has a TCP/IP-based network. The network is
connected to the Internet through a firewall. A user complains that he is unable to access the abc.com site. However, he
can access all other sites. Which of the following tools will help you diagnose the problem? 

A. IPCONFIG 

B. ROUTE 

C. TELNET 

D. TRACERT 

Correct Answer: D 

 

QUESTION 5

John, a novice web user, makes a new E-mail account and keeps his password as "apple", his favorite fruit. John\\'s
password is vulnerable to which of the following password cracking attacks? Each correct answer represents a
complete solution. Choose all that apply. 

A. Dictionary attack 

B. Hybrid attack 

C. Brute Force attack 

D. Rule based attack 

Correct Answer: ABC 
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