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QUESTION 1

Which of the following is the unspecified address in IPv6? 

A. 1:1:1:1:1:1:1:1 

B. 0:0:0:0:0:0:0:0 

C. 0:0:0:0:0:0:0:1 

D. 1:0:0:0:0:0:0:0 

Correct Answer: B 

 

QUESTION 2

Which of the following is an open-source Web server scanner that tests Web servers for dangerous files/ CGIs,
outdated server software? 

A. Nmap 

B. Internet bot 

C. Dsniff 

D. Nikto 

Correct Answer: D 

 

QUESTION 3

Which of the following are the two sub-layers present in Data Link layer of the OSI Reference model? 

A. Logical Link control and Media Access control 

B. Logical control and Link control 

C. Machine Link control and Logical Link control 

D. Data control and Media Access control 

Correct Answer: A 

 

QUESTION 4

Which of the following is a valid IP address for class B Networks? 

A. 225.128.98.7 
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B. 80.33.5.7 

C. 212.136.45.8 

D. 172.157.88.3 

Correct Answer: D 

 

QUESTION 5

Which of the following statements best describes the string matching method of signature analysis? 

A. String matching searches specific strings that may indicate an attack. 

B. String matching examines multiple fields from different protocols, such as source address, destination port, or TCP
flags. 

C. In string matching, each packet is wrapped in predefined layers of different protocols. 

D. In string matching, an incoming packet is compared, byte by byte, with a single signature, a string of code. 

Correct Answer: D 
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