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QUESTION 1

In which of the following attacks does a hacker imitate a DNS server and obtain the entire DNS database?
A. DNS poisoning attack

B. lllicit zone transfer attack

C. lllicit poisoning attack

D. DNS transfer attack

Correct Answer: B

QUESTION 2

Mark works as a Network Security Administrator for BlueWells Inc. The company has a Windowsbased network. Mark is
giving a presentation on Network security threats to the newly recruited employees of the company. His presentation is
about the External threats that the company recently faced in the past. Which of the following statements are true about
external threats? Each correct answer represents a complete solution. Choose three.

A. These threats can be countered by implementing security controls on the perimeters of the network, such as
firewalls, which limit user access to the Internet.

B. These are the threats intended to flood a network with large volumes of access requests.

C. These are the threats that originate from outside an organization in which the attacker attempts to gain unauthorized
access.

D. These are the threats that originate from within the organization.

Correct Answer: ABC

QUESTION 3

Which of the following IP packet elements is responsible for authentication while using IPSec?
A. Internet Key Exchange (IKE)

B. Authentication Header (AH)

C. Layer 2 Tunneling Protocol (L2TP)

D. Encapsulating Security Payload (ESP)

Correct Answer: B

QUESTION 4
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Which of the following programs is used to add words to spam e-mails so that the e-mail is not considered spam and
therefore is delivered as if it were a normal message?

A. Adler-32

B. Hash filtrer
C. Hash buster
D. Checksum

Correct Answer: C

QUESTION 5

Mark works as a Network Security Administrator for BlueWells Inc. The company has a Windowsbased network. Mark is
giving a presentation on Network security threats to the newly recruited employees of the company. His presentation is
about the External threats that the company recently faced in the past. Which of the following statements are true about
external threats? Each correct answer represents a complete solution. Choose three.

A. These are the threats that originate from outside an organization in which the attacker attempts to gain unauthorized
access.

B. These are the threats that originate from within the organization.
C. These are the threats intended to flood a network with large volumes of access requests.

D. These threats can be countered by implementing security controls on the perimeters of the network, such as
firewalls, which limit user access to the Internet.

Correct Answer: ACD
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