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QUESTION 1

Which of the following hacking tools provides shell access over ICMP? 

A. John the Ripper 

B. Loki 

C. Nessus 

D. Nmap 

Correct Answer: B 

 

QUESTION 2

Which of the following malicious programs changes its signature continuously to be invisible to IDS? 

A. Boot sector virus 

B. Trojan 

C. Malware 

D. Polymorphic virus 

Correct Answer: D 

 

QUESTION 3

You work as a Network Administrator for TechPerfect Inc. The company has a corporate intranet setup. A router is
configured on your network to connect outside hosts to the internetworking. For security, you want to prevent outside
hosts from pinging to the hosts on the internetwork. Which of the following steps will you take to accomplish the task? 

A. Block the ICMP protocol through ACL. 

B. Block the IPv6 protocol through ACL. 

C. Block the UDP protocol through ACL. 

D. Block the TCP protocol through ACL. 

Correct Answer: A 

 

QUESTION 4

Adam works on a Linux system. He is using Sendmail as the primary application to transmit e-mails. Linux uses Syslog
to maintain logs of what has occurred on the system. Which of the following log files contains e-mail information such as
source and destination IP addresses, date and time stamps etc? 
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A. /log/var/mailog 

B. /var/log/logmail 

C. /var/log/mailog 

D. /log/var/logd 

Correct Answer: C 

 

QUESTION 5

Adam works as a Computer Hacking Forensic Investigator in a law firm. He has been assigned with his first project.
Adam collected all required evidences and clues. He is now required to write an investigative report to present before
court 

for further prosecution of the case. He needs guidelines to write an investigative report for expressing an opinion. Which
of the following are the guidelines to write an investigative report in an efficient way? 

Each correct answer represents a complete solution. Choose all that apply. 

A. All ideas present in the investigative report should flow logically from facts to conclusions. 

B. Opinion of a lay witness should be included in the investigative report. 

C. The investigative report should be understandable by any reader. 

D. There should not be any assumptions made about any facts while writing the investigative report. 

Correct Answer: ACD 
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