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QUESTION 1

Which of the following is a major problem that attackers often encounter when attempting to develop or use a kernel
mode rootkit? 

A. Their effectiveness depends on the specific applications used on the target system. 

B. They tend to corrupt the kernel of the target system, causing it to crash. 

C. They are unstable and are easy to identify after installation 

D. They are highly dependent on the target OS. 

Correct Answer: B 

 

QUESTION 2

Who is ultimately responsible for approving methods and controls that will reduce any potential risk to an organization? 

A. Senior Management 

B. Data Owner 

C. Data Custodian 

D. Security Auditor 

Correct Answer: D 

 

QUESTION 3

Although the packet listed below contained malware, it freely passed through a layer 3 switch. Why didn\\'t the switch
detect the malware in this packet? 
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A. The packet was part of a fragmentation attack 

B. The data portion of the packet was encrypted 

C. The entire packet was corrupted by the malware 

D. It didn\\'t look deeply enough into the packet 

Correct Answer: D 

Explanation: Routers, layer 3 switches, some firewalls, and other gateways are packet filtering devices that use access
control lists (ACLs) and perform packet inspection. This type of device uses a small subset of the packet to make
filtering decisions, such as source and destination IP address and protocol. These devices will then allow or deny
protocols based on their associated ports. This type of packet inspection and access control is still highly susceptible to
malicious attacks, because payloads and other areas of the packet are not being inspected. For example, application
level attacks that are tunneled over open ports such as HTTP (port 80) and HTTPS (port 443). 

 

QUESTION 4

Which tool keeps a backup of all deleted items, so that they can be restored later if need be? 

A. ListDLLs 

B. Yersinia 

C. Ettercap 

D. ProcessExplorer 
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E. Hijack This 

Correct Answer: E 

Explanation: After selecting "fix it!" with Hijack This you can always restore deleted items, because Hijack This keeps a
backup of them. 

 

QUESTION 5

What piece of information would be recorded by the first responder as part of the initial System Description? 

A. Copies of log files 

B. System serial number 

C. List of system directories 

D. Hash of each hard drive 

Correct Answer: B 
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