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QUESTION 1

An administrator wishes to generate a report showing Top Traffic by service type, but wants to exclude SMTP traffic
from the report.

Which of the following statements best describes how to do this?
A. In the Service field of the Data Filter, type 25/smtp and select the NOT checkbox.
B. Add the following entry to the Generic Field section of the Data Filter: service="lsmtp".

C. When editing the chart, uncheck mlog to indicate that Mail Filtering data is being excluded when generating the
chart.

D. When editing the chart, enter \\'dns\\' in the Exclude Service field.

Correct Answer: A

QUESTION 2

The diag sys session list command is executed in the CLI. The output of this command is shown in the exhibit.
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session info: proto=06 proto state=11 duration=539 expire=357 [ timeout=3600
Hags=00000000 sockflag=00000000 sockport=80 av_idx=0 use=5

origin-shaper=guarantee- {UUkhps prio=/{ guarantee [:/88 e 342177 2Emer
traffic 123/5ec

reply-shaper=low-pricrity prio=3 guarantee Ofsec max 134 ssec traffic 1i5/sec
per in shaper=

b jd=( hakey=1335 o

policy dir=0tunnal=/

state=redir local may_dirty ndr oz rs rem \ 4

statistic{bytes/packets/aliow err): org=3201 y=2672/5&1 tuples=3

eWy=70.27 192 1f1G2. 1682022
hook=post dir=org act=snat [92. 16
=128 100 58.53:80(76.27.195.1
hook=pre dir=reply act=dnat
=70.27. 185, 147:28618(192. i
hook=post dir=reply act
posithefore,affer) 040
mise=0 policy id=d:
serial=00115c
dd_type=0dd ri
per ip bandwidth meter: addr=102.168.203.2, bps=1551

orgin-=sink: org pre-=post, reply p FE_}pQ o
S IHO-

r28.03:80-
2:3195)
8 100.58.53:80-=192. 168.203.2:3196{0.0.0.0:0)

10)
licy id=0 auth info=0chk client info=0vd=0
app Hst=2000 app=0

Based on the output from this command, which of the following statements is correct?
A. This is a UDP session.

B. Traffic shaping is being applied to this session.

C. This is an ICMP session.

D. This traffic has been authenticated.

E. This session matches a firewall policy with ID 5.

Correct Answer: B

QUESTION 3
Which of the following statements are correct regarding Application Control?
A. Application Control is based on the IPS engine.

B. Application Control is based on the AV engine.
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C. Application Control can be applied to SSL encrypted traffic.
D. Application Control cannot be applied to SSL encrypted traffic.

Correct Answer: AC

QUESTION 4
Both the FortiGate and FortiAnalyzer units can notify administrators when certain alert conditions are met.
Considering this, which of the following statements is NOT correct?

A. On a FortiGate device, the alert condition is based either on the severity level or on the log type, but not on a
combination of the two.

B. On a FortiAnalyzer device, the alert condition is based either on the severity level or on the log type, but not on a
combination of the two.

C. Only a FortiAnalyzer device can send the alert notification in the form of a syslog message.
D. Both the FortiGate and FortiAnalyzer devices can send alert notifications in the form of an email alert.

Correct Answer: B

QUESTION 5

Which of the following cannot be used in conjunction with the endpoint compliance check?
A. HTTP Challenge Redirect to a Secure Channel (HTTPS) in the Authentication Settings.
B. Any form of firewall policy authentication.

C. WAN optimization.

D. Traffic shaping.

Correct Answer: A
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