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QUESTION 1
Which of the following statements is correct about configuring web filtering overrides?
A. The Override option for FortiGuard Web Filtering is available for any user group type.

B. Admin overrides require an administrator to manually allow pending override requests which are listed in the Override
Monitor.

C. The Override Scopes of User and User Group are only for use when Firewall Policy Authentication is also being
used.

D. Using Web Filtering Overrides requires the use of Firewall Policy Authentication.

Correct Answer: C

QUESTION 2

Examine the Exhibit shown below; then answer the question following it.

FGT Vancouver FGT Ottawa
3 S
S "’L_} Corporate B ﬂ}
_— network —
port2 ; port1 Portl = port2
172.21.1.1/16 172.11.11.1/24 172.11.12.1/24 172.201.1/24

The Vancouver FortiGate unit initially had the following information in its routing table:

S 172.20.0.0/16 [10/0] via 172.21.1.2, port2 C 172.21.0.0/16 is directly connected, port2 C 172.11.11.0/24 is directly
connected, portl

Afterwards, the following static route was added:

config router static edit 6 set dst 172.20.1.0 255.255.255.0 set pririoty O set device portl set gateway 172.11.12.1 next
end

Since this change, the new static route is NOT showing up in the routing table. Given the information provided, which of
the following describes the cause of this problem?

A. The subnet 172.20.1.0/24 is overlapped with the subnet of one static route that is already in the routing table
(172.20.0.0/16), so, we need to enable allow-subnet-overlap first.

B. The \\'gateway\\' IP address is NOT in the same subnet as the IP address of portl.
C. The priority is 0, which means that the route will remain inactive.
D. The static route configuration is missing the distance setting.

Correct Answer: B
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QUESTION 3

When configuring a server load balanced virtual IP, which of the following is the best distribution algorithm to be used in
applications where the same physical destination server must be maintained between sessions?

A. Static

B. Round robin

C. Weighted round robin
D. Least connected

Correct Answer: A

QUESTION 4

An administrator is examining the attack logs and notices the following entry:

type=ips subtype=signature pri=alert vd=root serial=1995 attack_id=103022611 src=69.45.64.22 dst=192.168.1.100
src_port=80 dst_port=4887 src_int=wlan dst_int=internal status=detected proto=6 service=4887/tcp user=N/A
group=N/A msg=web_client: IE.IFRAME.BufferOverflow.B

Based on the information displayed in this entry, which of the following statements are correct? (Select all that apply.)
A. This is an HTTP server attack.

B. The attack was detected and blocked by the FortiGate unit.

C. The attack was against a FortiGate unit at the 192.168.1.100 IP address.

D. The attack was detected and passed by the FortiGate unit.

Correct Answer: CD

QUESTION 5

Which of the following statements is correct regarding the antivirus scanning function on the FortiGate unit?
A. Antivirus scanning provides end-to-end virus protection for client workstations.

B. Antivirus scanning provides virus protection for the HTTP, Telnet, SMTP, and FTP protocols.

C. Antivirus scanning supports banned word checking.

D. Antivirus scanning supports grayware protection.

Correct Answer: D
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