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QUESTION 1

When performing a log search on a FortiAnalyzer, it is generally recommended to use the Quick Search option. What is
a valid reason for using the Full Search option, instead?

A. The search items you are looking for are not contained in indexed log fields.
B. A quick search only searches data received within the last 24 hours.

C. You want the search to include the FortiAnalyzer\\'s local logs.

D. You want the search to include content archive data as well.

Correct Answer: A

QUESTION 2

A FortiGate administrator configures a Virtual Domain (VDOM) for a new customer. After creating the VDOM, the
administrator is unable to reassign the dmz interface to the new VDOM as the option is greyed out in Web Config in the
management VDOM.

What would be a possible cause for this problem?

A. The dmz interface is referenced in the configuration of another VDOM.

B. The administrator does not have the proper permissions to reassign the dmz interface.

C. Non-management VDOMs can not reference physical interfaces.

D. The dmz interface is in PPPoE or DHCP mode.

E. Reassigning an interface to a different VDOM can only be done through the CLI.

Correct Answer: A

QUESTION 3

Which of the following represents the method used on a FortiGate unit running FortiOS version 4.2 to apply traffic
shaping to P2P traffic, such as BitTorrent?

A. Apply a Traffic Shaper to a BitTorrent entry in an Application Control List.
B. Enable the Shape option in a Firewall policy with a Service set to BitTorrent.

C. Define a DLP Rule to match against BitTorrent traffic and include the rule in a DLP Sensor with Traffic Shaping
enabled.

D. Specify the amount of Rate Limiting to be applied to BitTorrent traffic through the P2P settings of the Firewall Policy
Protocol Options.

Correct Answer: A
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QUESTION 4

Which of the following statements is correct regarding the antivirus scanning function on the FortiGate unit?
A. Antivirus scanning provides end-to-end virus protection for client workstations.

B. Antivirus scanning provides virus protection for the HTTP, Telnet, SMTP, and FTP protocols.

C. Antivirus scanning supports banned word checking.

D. Antivirus scanning supports grayware protection.

Correct Answer: D

QUESTION 5

In a High Availability configuration operating in Active-Active mode, which of the following correctly describes the path
taken by a load-balanced HTTP session?

A. Request: Internal Host -> Master FG -> Slave FG -> Internet -> Web Server

B. Request: Internal Host -> Master FG -> Slave FG -> Master FG -> Internet -> Web Server
C. Request: Internal Host -> Slave FG -> Internet -> Web Server

D. Request: Internal Host -> Slave FG -> Master FG -> Internet -> Web Server

Correct Answer: A
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