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QUESTION 1

Which of the following statements are correct regarding Application Control? 

A. Application Control is based on the IPS engine. 

B. Application Control is based on the AV engine. 

C. Application Control can be applied to SSL encrypted traffic. 

D. Application Control cannot be applied to SSL encrypted traffic. 

Correct Answer: AC 

 

QUESTION 2

In a High Availability configuration operating in Active-Active mode, which of the following correctly describes the path
taken by a load-balanced HTTP session? 

A. Request: Internal Host -> Master FG -> Slave FG -> Internet -> Web Server 

B. Request: Internal Host -> Master FG -> Slave FG -> Master FG -> Internet -> Web Server 

C. Request: Internal Host -> Slave FG -> Internet -> Web Server 

D. Request: Internal Host -> Slave FG -> Master FG -> Internet -> Web Server 

Correct Answer: A 

 

QUESTION 3

Which of the following Session TTL values will take precedence? 

A. Session TTL specified at the system level for that port number 

B. Session TTL specified in the matching firewall policy 

C. Session TTL dictated by the application control list associated with the matching firewall policy 

D. The default session TTL specified at the system level 

Correct Answer: C 

 

QUESTION 4

Shown below is a section of output from the debug command diag ip arp list. 

index=2 ifname=port1 172.20.187.150 00:09:0f:69:03:7e state=00000004 use=4589 confirm=4589 update=2422 ref=1 
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In the output provided, which of the following best describes the IP address 172.20.187.150? 

A. It is the primary IP address of the port1 interface. 

B. It is one of the secondary IP addresses of the port1 interface. 

C. It is the IP address of another network device located in the same LAN segment as the FortiGate unit\\'s port1
interface. 

Correct Answer: C 

 

QUESTION 5

A FortiClient fails to establish a VPN tunnel with a FortiGate unit. 

The following information is displayed in the FortiGate unit logs: 

msg="Initiator: sent 192.168.11.101 main mode message #1 (OK)" msg="Initiator: sent 192.168.11.101 main mode
message #2 (OK)" msg="Initiator: sent 192.168.11.101 main mode message #3 (OK)" msg="Initiator: parsed
192.168.11.101 main mode message #3 (DONE)" msg="Initiator: sent 

192.168.11.101 quick mode message #1 (OK)" msg="Initiator: tunnel 192.168.1.1/192.168.11.101 install ipsec sa"
msg="Initiator: sent 192.168.11.101 quick mode message #2 (DONE)" msg="Initiator: tunnel 192.168.11.101,
transform=ESP_3DES, HMAC_MD5" msg="Failed to acquire an IP address 

Which of the following statements is a possible cause for the failure to establish the VPN tunnel? 

A. An IPSec DHCP server is not enabled on the external interface of the FortiGate unit. 

B. There is no IPSec firewall policy configured for the policy-based VPN. 

C. There is a mismatch between the FortiGate unit and the FortiClient IP addresses in the phase 2 settings. 

D. The phase 1 configuration on the FortiGate unit uses Aggressive mode while FortiClient uses Main mode. 

Correct Answer: A 
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