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QUESTION 1

When the SSL proxy inspects the server certificate for Web Filtering only in SSL Handshake mode, which certificate
field is being used to determine the site rating? 

A. Common Name 

B. Organization 

C. Organizational Unit 

D. Serial Number 

E. Validity 

Correct Answer: A 

 

QUESTION 2

Which of the following statements best decribes the proxy behavior on a FortiGate unit during an FTP client upload
when FTP splice is disabled? 

A. The proxy buffers the entire file from the client, only sending the file to the server if the file is clean. One possible
consequence of buffering is that the server could time out. 

B. The proxy sends the file to the server while simultaneously buffering it. 

C. The proxy removes the infected file from the server by sending a delete command on behalf of the client. 

D. If the file being scanned is determined to be clean, the proxy terminates the connection and leaves the file on the
server. 

Correct Answer: A 

 

QUESTION 3

Review the CLI configuration below for an IPS sensor and identify the correct statements regarding this configuration
from the choices below. (Select all that apply.) 

config ips sensor edit "LINUX_SERVER" set comment \\'\\' set replacemsg-group \\'\\' set log enable config entries edit 1
set action default set application all set location server set log enable set log-packet enable set os Linux set protocol all
set quarantine none set severity all set status default next end next end 

A. The sensor will log all server attacks for all operating systems. 

B. The sensor will include a PCAP file with a trace of the matching packets in the log message of any matched
signature. 

C. The sensor will match all traffic from the address object `LINUX_SERVER\\'. 

D. The sensor will reset all connections that match these signatures. 
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E. The sensor only filters which IPS signatures to apply to the selected firewall policy. 

Correct Answer: BE 

 

QUESTION 4

Two FortiGate devices fail to form an HA cluster, the device hostnames are STUDENT and REMOTE. Exhibit A shows
the command output of \\'show system ha\\' for the STUDENT device. Exhibit B shows the command output of \\'show
system ha\\' for the REMOTE device. 

Exhibit A: Exhibit B 
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Which one of the following is the most likely reason that the cluster fails to form? 

A. Password 

B. HA mode 

C. Hearbeat D. Override 

Correct Answer: B 

 

QUESTION 5

A static route is configured for a FortiGate unit from the CLI using the following commands: 

config router static edit 1 set device "wan1" set distance 20 set gateway 192.168.100.1 next end 

Which of the following conditions is NOT required for this static default route to be displayed in the FortiGate unit\\'s
routing table? 

A. The Administrative Status of the wan1 interface is displayed as Up. 

B. The Link Status of the wan1 interface is displayed as Up. 

C. All other default routes should have an equal or higher distance. 

D. You must disable DHCP client on that interface. 

Correct Answer: D 
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