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QUESTION 1

A firewall policy has been configured for the internal email server to receive email from external parties through SMTP.
Exhibits A and B show the AntiVirus and Email Filter profiles applied to this policy. 

What is the correct behavior when the email attachment is detected as a virus by the FortiGate AntiVirus engine? 

A. The FortiGate unit will remove the infected file and deliver the email with a replacement message to alert the recipient
that the original attachment was infected. 

B. The FortiGate unit will reject the infected email and notify both the sender and recipient. 

C. The FortiGate unit will remove the infected file and add a replacement message. Both sender and recipient are
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notified that the infected file has been removed. 

D. The FortiGate unit will reject the infected email and notify the sender. 

Correct Answer: A 

 

QUESTION 2

Examine the exhibit shown below then answer the question that follows it. 

Within the UTM Proxy Options, the CA certificate Fortinet_CA_SSLProxy defines which of the following: 

A. FortiGate unit\\'s encryption certificate used by the SSL proxy. 

B. FortiGate unit\\'s signing certificate used by the SSL proxy. 

C. FortiGuard\\'s signing certificate used by the SSL proxy. 

D. FortiGuard\\'s encryption certificate used by the SSL proxy. 

Correct Answer: A 

 

QUESTION 3

An administrator sets up a new FTP server on TCP port 2121. A FortiGate unit is located between the FTP clients and
the server. The administrator has created a policy for TCP port 2121. 

Users have been complaining that when downloading data they receive a 200 Port command successful message
followed by a 425 Cannot build data connection message. 

Which of the following statements represents the best solution to this problem? 

A. Create a new session helper for the FTP service monitoring port 2121. 

B. Enable the ANY service in the firewall policies for both incoming and outgoing traffic. 

C. Place the client and server interface in the same zone and enable intra-zone traffic. 

D. Disable any protection profiles being applied to FTP traffic. 
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Correct Answer: A 

 

QUESTION 4

A static route is configured for a FortiGate unit from the CLI using the following commands: 

config router static edit 1 set device "wan1" set distance 20 set gateway 192.168.100.1 next end 

Which of the following conditions is NOT required for this static default route to be displayed in the FortiGate unit\\'s
routing table? 

A. The Administrative Status of the wan1 interface is displayed as Up. 

B. The Link Status of the wan1 interface is displayed as Up. 

C. All other default routes should have an equal or higher distance. 

D. You must disable DHCP client on that interface. 

Correct Answer: D 

 

QUESTION 5

In order to load-share traffic using multiple static routes, the routes must be configured with ... 

A. the same distance and same priority. 

B. the same distance and the same weight. 

C. the same distance but each of them must be assigned a unique priority. 

D. a distance equal to its desired weight for ECMP but all must have the same priority. 

Correct Answer: A 
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